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Security overview

• ArcGIS Server security provides 
access control

– Which users can access particular 
services and applications

• Remember other security tasks
– Security during transmission
– Operating system – updates, virus 

protection
– Code – SQL injection, cross-site 

scripting, etc.
Ph i l it– Physical security

– User education – phishing, etc.



Access control model

• ArcGIS Server has role-based access control

• Uses standard IIS or ASP.NET security
• IIS• IIS

– Basic, Digest, Integrated Windows
• ASP.NET

Membership and role provider framework– Membership and role provider framework



Web Server Web Server 
ArcGIS Server SystemArcGIS Server System

Web MappingWeb Mapping

ArcGIS Server SiteArcGIS Server Site

Web BrowserWeb Browser
Web Mapping Web Mapping 
ApplicationsApplications

GIS  Services  GIS  Services  --
Web Service EndpointsWeb Service Endpoints

ArcGIS Explorer, ArcGIS Explorer, 

ArcGIS Desktop,ArcGIS Desktop,
ManagerManager

Manager                   Manager                   
Web ApplicationWeb Application

ArcCatalog ArcCatalog 

other ArcGIS Serversother ArcGIS Servers

GIS ServerGIS Server

GIS ServicesGIS ServicesAdministratorAdministrator GIS  Services GIS  Services --
Server ObjectsServer Objects

Users External to the SiteUsers External to the Site Users Internal to the Site :    Users Internal to the Site :    
Authors PublishersAuthors Publishers

ArcGIS Server ArcGIS Server 
Security ZonesSecurity Zones

ArcMap, ArcMap, ArcGlobeArcGlobe

GeodatabasesGeodatabases

Authors, Publishers,Authors, Publishers,
AdministratorsAdministrators

Security ZonesSecurity Zones Content AuthorContent Author



Security model
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Steps to securing services 
and applicationspp

1. Decide where users and roles will be stored
2. Install supporting items as needed

– Secure Sockets Layer (SSL) certificate for Web server
– SQL Server (Express)Q ( p )
– Custom provider

3. Configure security in Manager
– Configure location for users and rolesConfigure location for users and roles
– Add and manage users and roles

4. Secure Web application(s) using Manager*
- and/or -

*or other tools
for custom- and/or -

5. Secure GIS Web services using Manager
for custom
applications

Adapted from ArcGIS Server Help, “Internet security checklist”



Decide where users and roles will be stored

•• Windows users and groupsWindows users and groups
–– Manage with operating system Manage with operating system 

toolstools
•• SQL ServerSQL Server

–– Full or Express versionFull or Express version
–– Tables store users and roles in Tables store users and roles in 

.NET membership format.NET membership format
•• Custom providerCustom provider

–– Oracle, Active Directory, XML, Oracle, Active Directory, XML, 
etc.etc.

–– To use, acquire a .NET To use, acquire a .NET 
membership/role providermembership/role provider

Oracle

XML



Decide where users and roles will be stored

• User and role store usually same place, but can have
– Windows users + SQL Server roles
– Windows users + roles in custom provider
– SQL Server users + roles in custom providerp

• Built-in SQL Server roles
– Everyone (*): all users permitted whether provide login or notEveryone ( ): all users permitted whether provide login or not
– Authenticated Users (@): users who provide a valid login
– Anonymous (?): users who do not provide a login
– Add can manually add to custom providerAdd can manually add to custom provider



How will users be authenticated?

• Authenticate = verify identity of the user

• If users in SQL Server or custom provider
– Web Applications: ASP NET FormsWeb Applications: ASP.NET Forms 

authentication
– Web Services: Tokens service

• If Windows users, options are:
– IIS-controlled authentication

• Integrated WindowsIntegrated Windows
• Basic
• Digest

– Token authentication
• Only supported if roles are in SQL Server



Demo

Configuring security using SQL
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Securing ArcGIS Server services

• Two ways to connect to an ArcGIS Server service

1. Local connection
– Works only on intranets
– Access to all server functionality
– User must be a member of the agsusers or agsadmin groups

2 Web service (“Internet”) connections2. Web service ( Internet ) connections
– SOAP, REST, WMS, KML
– Works on intranets and over Internet
– Security model introduced at 9.3y



Securing GIS Web services

• Services inherit folder permissions
Unique service

Services 
root

• Good practice to secure folders

• Permissions changes cascade to

Internal

Unique service 
permissions

• Permissions changes cascade to 
all children

– Set permissions on root first
Inherit service 
permissions 
from folder

Inherit service 
permissions 
from root Unique service 

permissions



Transitioning ArcGIS Server from open access to secure 
access

• Enabling security for services is 
set separately from permissions

– Security-Settings tab 

•• With no security, everyone has With no security, everyone has y, yy, y
access to everythingaccess to everything

•• With security, by default, everyoneWith security, by default, everyoneWith security, by default, everyone With security, by default, everyone 
has access to nothinghas access to nothing

–– If you enable security before If you enable security before 
changing permissions, no one will changing permissions, no one will g g pg g p
be able to use existing servicesbe able to use existing services



Using secured services

• ArcGIS Desktop, ArcGIS Explorer
– Provide identify in connection dialog

• .NET Web applications
– Manager: use “Access secured 

i ”services”
– Visual Studio: add identity in the 

resource manager

• SOAP, REST and JavaScript 
applications

– Use token or Windows 
authentication

– More on this shortly



Demo

Securing GIS Web services
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The Token service

• User authentication web service

• Why do we need it?
– .NET provides no mechanism for web service security 

• Forms just for applicationso s just o app cat o s
– Web service security when using and ASP.NET membership / role 

provider

• Used only with GIS Web services
– Not used by default with Windows users
– Not used to authenticate Web application usersNot used to authenticate Web application users



How does the Token service work?
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What is in a Token?

• Token is a string with encrypted information:
– User name
– Expiration time
– Optional: ID of the clientp

• IP address or Web URL (HTTP Referrer)
• If included, expiration can be a longer time period (weeks/months)

– Used by most clients – Desktop, ADF, JavaScript/REST applications, etc.
If t i l d d h t i ti ti d t b d• If not included, shorter expiration time – needs to be renewed



Working with the Token service

• Most clients will work with tokens automatically
– Desktop (ArcMap, ArcCatalog, ArcGlobe) and Engine
– ArcGIS Explorer
– Web ADF (.NET and Java) and Mobile ADF( )

• Some clients will require explicit token management
– SOAP-based clients not using ADF

• Use server-side code to acquire and use tokenq
• See Developer Help for details and examples

– JavaScript/REST clients
• Developer obtains a token from get-token

Web page 
• Developer embeds token in the Web 

application code
• Access token on theAccess token on the 

server via a proxy page



Working with the Token service
(continued)( )

• GIS service can provide the Token service URL
• Requesting a token

– Requires HTTPS by default
– Example:p

https://myserver/arcgis/tokens?request=getToken&username=myUser&passwo
rd=secret&clientId=ip.127.0.0.1&expiration=120

• Using a token
– Append the token to the URL of the server

• http://myserver/arcgis/services/USA/MapServer?token=hpWKwqlTkUHDWOGpp%... 
– Use HTTPS for maximum security over unsecure networks

• Needed to guard against token hijacking and replay attacksNeeded to guard against token hijacking and replay attacks

• Refreshing the token
– If token may expire, include code to renew it

Server returns HTTP error code of 498 for expired token– Server returns HTTP error code of 498 for expired token



Demo

Using tokens in a JavaScript API application
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Securing Web ADF applications with Manager

• Security button in 
Manager Applications

• Enable security
• Add permitted role(s)

– Notice role-based security,Notice role based security, 
not user-based

• Permission rules are stored 
in the applicationpp

– Web.config - <authorization> 
element 



Securing a Web ADF application outside of ManagerSecuring a Web ADF application outside of Manager

•• Q: How do you secure a Web ADF application created with Visual Q: How do you secure a Web ADF application created with Visual 
Studio?Studio?

•• A: Add the provider and permissions manually to A: Add the provider and permissions manually to web.configweb.config

–– Copy provider settings from /ArcGIS/Security/Copy provider settings from /ArcGIS/Security/web.configweb.config
•• Connection string for SQL ServerConnection string for SQL Server
•• Membership and provider elementsMembership and provider elements

–– Add allow/deny rulesAdd allow/deny rules
<authorization><authorization>

<allow roles=“Editors” /><allow roles=“Editors” />

<deny users=“*” /><deny users=“*” />

</authorization></authorization>

–– Add login.aspx page if not using Web Mapping Application templateAdd login.aspx page if not using Web Mapping Application template



Using a secured Web ADF application

• User will be prompted to 
login

– Login.aspx page when users 
in SQL Server or custom 
provider
P di l ith Wi d– Pop-up dialog with Windows 
users

• Application page
Di l l i– Displays login name

– Logout link
• When logged in with forms 

authenticationauthentication



Demo

Securing a Web application in Manager



Securing applications that use clientSecuring applications that use client--side APIs:side APIs:
JavaScript APIs, Flex API, JavaScript APIs, Flex API, SilverlightSilverlight APIAPIp , ,p , , gg

•• Can’t secure applications with only clientCan’t secure applications with only client--side codeside code
•• Using windowsUsing windows

–– Secure using OSSecure using OS
•• Using ASP.NETUsing ASP.NETUsing ASP.NETUsing ASP.NET

–– Wrap code in .Wrap code in .aspxaspx pagepage
–– Use same approach shown earlier for securing the application outside Use same approach shown earlier for securing the application outside 

of Managerof Managergg



Passing user identity to the GIS servicePassing user identity to the GIS service

•• Scenario: Secure application with dynamic services Scenario: Secure application with dynamic services 

Browser user

based on userbased on user
–– User logs into the applicationUser logs into the application
–– User sees only the services they have access toUser sees only the services they have access to

S it P th hS it P th h ll

User
identity

•• SecurityPassthroughSecurityPassthrough samplessamples
–– Passes user’s identity to GIS service at runtimePasses user’s identity to GIS service at runtime
–– Three samples:Three samples:

•• SecurityPassthrough FormsSecurityPassthrough Forms: Users/roles in SQL Server; Web: Users/roles in SQL Server; WebSecurityPassthrough_FormsSecurityPassthrough_Forms: Users/roles in SQL Server; Web : Users/roles in SQL Server; Web 
service (Internet) connection to the GIS serviceservice (Internet) connection to the GIS service

•• SecurityPassthrough_WinSecurityPassthrough_Win: Users/roles in Windows; Local : Users/roles in Windows; Local 
connection to the GIS serviceconnection to the GIS service

•• SecurityPassthrough_WinInternetSecurityPassthrough_WinInternet (available for 9.3.1): Users/roles (available for 9.3.1): Users/roles 

ADF Application

Service
identityy gy g ( )( )

in Windows; Web service (Internet) connection to the GIS servicein Windows; Web service (Internet) connection to the GIS service

GIS Server



Controlling application content based on role

• Question: How can I show or hide content depending on the role?
– Tools, tasks, layers, map, etc.

• Answer: Developer must add code
– Wrap Web ADF controls in LoginView controlsp g
– Get user’s role
– Remove or add content 

depending on role
– See sample in Developer Kit

• “Common_Security”



Demo

Modifying Web application content 
based on user’s role



Security resources for ArcGIS Server

• Server Help
• Web ADF Developer Help
• Help for JavaScript APIs

– ArcGIS JavaScriptArcGIS JavaScript
– Virtual Earth
– Google Maps

• Flex API Help• Flex API Help
• Silverlight API Help



Summary

• Manager at 9.3+ enables users to
– Configure user and role stores
– Secure Web applications
– Secure GIS Web services

• Clients work with security
– Desktop, Engine and Web ADF work seamlessly
– SOAP and JavaScript clients may require working with tokensSOAP and JavaScript clients may require working with tokens

• Use standard ASP.NET methods for finer-grain security in 
applications



Additional ResourcesAdditional Resources
Questions, answers and information…Questions, answers and information…

•• Tech Talk Tech Talk •• ESRI Resource CentersESRI Resource Centers
–– Outside this room right now!Outside this room right now! –– PPTs, code and videoPPTs, code and video

resources.esri.comresources.esri.com
•• Meet the teamMeet the team

–– 6:00 6:00 –– 7:00 pm during the party 7:00 pm during the party 
in Oasis 2in Oasis 2 •• Social NetworkingSocial Networking

•• Other sessionsOther sessions
Advanced Map Caching TopicsAdvanced Map Caching Topics

Social NetworkingSocial Networking
www.twitter.com/www.twitter.com/
ESRIDevSummitESRIDevSummit

–– Advanced Map Caching TopicsAdvanced Map Caching Topics
Wednesday 2:45 Wednesday 2:45 –– 4:00 pm4:00 pm

tinyurl.com/tinyurl.com/
ESRIDevSummitFBESRIDevSummitFB



Want to Learn More?Want to Learn More?
ESRI Training and Education ResourcesESRI Training and Education Resources

•• InstructorInstructor--Led TrainingLed Training
–– ArcGIS Server: Web Administration Using the Microsoft .NET ArcGIS Server: Web Administration Using the Microsoft .NET gg

FrameworkFramework
–– Developing Applications with ArcGIS Server Using the Microsoft  .NET Developing Applications with ArcGIS Server Using the Microsoft  .NET 

FrameworkFramework

•• Free Web Training SeminarsFree Web Training Seminars
–– ArcGIS Server Setup and AdministrationArcGIS Server Setup and Administration
–– Building Applications with ArcGIS Server Using the Microsoft .NET Building Applications with ArcGIS Server Using the Microsoft .NET 

FrameworkFramework
–– Implementing Security for ArcGIS Server .NET SolutionsImplementing Security for ArcGIS Server .NET Solutions

http://www.esri.com/traininghttp://www.esri.com/training



QuestionsQuestions


