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Schedule

Please! |
furm OFF cell phones
and paging devices
e Security overview
« Setup and configuration
e Securing GIS Web services
— Using the token service
e Securing Web applications
—Web ADF applications
—JavaScript/Flex APl applications

 We will answer questions at the end on the session

Please complete the session survey!




Security overview

» ArcGIS Server security provides
access control

—Which users can access particular
services and applications

* Remember other security tasks
— Security during transmission
— Operating system — updates, virus Microsoft Updat
protection . | Welcome

—Code — SQL injection, cross-site 10 Microsoft Upda
scripting, etc.

— Physical security
— User education — phishing, etc.




Access control model

e ArcGIS Server has role-based access control

« Uses standard IIS or ASP.NET security

o IS
—Basic, Digest, Integrated Windows

« ASP.NET
—Membership and role provider framework
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Security model
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Steps to securing services
and applications

1. Decide where users and roles will be stored

2. Install supporting items as needed
— Secure Sockets Layer (SSL) certificate for Web server
— SQL Server (Express)
— Custom provider
3. Configure security in Manager
— Configure location for users and roles
— Add and manage users and roles

4. Secure Web application(s) using Manager* ot il e
- and/or - for custom

. : applications
5. Secure GIS Web services using Manager

Adapted from ArcGIS Server Help, “Internet security checklist”




 Windows users and groups

—Manage with operating system
tools

 SQL Server
— Full or Express version

— Tables store users and roles in
.NET membership format

e Custom provider

— Oracle, Active Directory, XML,
etc.

—To use, acquire a .NET
membership/role provider

—

_j=a
Oracle J IJ

Aclive Direclory




Decide where users and roles will be stored

e User and role store usually same place, but can have
— Windows users + SQL Server roles
— Windows users + roles in custom provider
— SQL Server users + roles in custom provider

e Built-in SQL Server roles
— Everyone (*): all users permitted whether provide login or not
— Authenticated Users (@): users who provide a valid login
—Anonymous (?): users who do not provide a login
—Add can manually add to custom provider




How will users be authenticated?

« Authenticate = verify identity of the user

o If users in SQL Server or custom provider

—Web Applications: ASP.NET Forms
authentication

—Web Services: Tokens service

 If Windows users, options are:

—1IS-controlled authentication
 Integrated Windows
» Basic
* Digest
—Token authentication
e Only supported if roles are in SQL Server

Authenticasion Beguired

¥ Enter ussmame el password for Tocahost” & hitpsfocshost
LR e

P d




Configuring security using SQL
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Securing ArcGIS Server services

« Two ways to connect to an ArcGIS Server service

. Local connection
—Works only on intranets
—Access to all server functionality
—User must be a member of the agsusers or agsadmin groups

2. Web service (“Internet”) connections
—SOAP, REST, WMS, KML
—Works on intranets and over Internet
— Security model introduced at 9.3




Securing GIS Web services

« Services inherit folder permissions
root Unique service

» Good practice to secure folders

 Permissions changes cascade to
all children

— Set permissions on root first

permissions

| ; Inherit service
o i J permissions

from folder

mHE
Inherit service ﬁi
permissions _ :
from root Unique service

permissions




Transitioning ArcGIS Server from open access to secure
access

 Enabling security for services is
set separately from permissions
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Using secured services

» ArcGIS Desktop, ArcGIS Explorer
— Provide identify in connection dialog

 NET Web applications

—Manager: use “Access secured
services”

—Visual Studio: add identity in the
resource manager

« SOAP, REST and JavaScript
applications

— Use token or Windows
authentication

— More on this shortly
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Securing GIS Web services
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The Token service

e User authentication web service

« Why do we need it?
—.NET provides no mechanism for web service security
 Forms just for applications

—Web service security when using and ASP.NET membership / role
provider

» Used only with GIS Web services
— Not used by default with Windows users
— Not used to authenticate Web application users




How does the Token service work?

ArcGIS Desktop
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Web
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What is in a Token?

Taken !

hpRNegl TR Ll pe Ry R S R T oV TV W R N RO ETET [ L T TN I Ow g I v Tasxa

 Token is a string with encrypted information:
—User name
— Expiration time
— Optional: ID of the client

» |P address or Web URL (HTTP Referrer)

* If included, expiration can be a longer time period (weeks/months)
— Used by most clients — Desktop, ADF, JavaScript/REST applications, etc.

 If not included, shorter expiration time — needs to be renewed




Working with the Token service

* Most clients will work with tokens automatically
— Desktop (ArcMap, ArcCatalog, ArcGlobe) and Engine
—ArcGIS Explorer
—Web ADF (.NET and Java) and Mobile ADF

« Some clients will require explicit token management

— SOAP-based clients not using ADF
e Use server-side code to acquire and use token
» See Developer Help for details and examples

—JavaScript/REST clients

* Developer obtains a token from get-token
Web page Token Gesraninr

* Developer embeds token in the Web ::

application code Chot D
LR Adder

» Access token on the O WebAppURL HTTP Referes
server via a proxy page Eaplialin !
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Working with the Token service
(continued)

e GIS service can provide the Token service URL
 Requesting a token

— Example:
https://myserver/arcgis/tokens?request=getToken&username=myUser&passwo
rd=secret&clientld=ip.127.0.0.1&expiration=120

* Using a token

—Append the token to the URL of the server
» http://myserver/arcgis/services/USA/MapServer?token=hpWKwqlTkUHDWOGpp%...

— Use HTTPS for maximum security over unsecure networks
* Needed to guard against token hijacking and replay attacks

* Refreshing the token
—If token may expire, include code to renew it
— Server returns HTTP error code of 498 for expired token




Using tokens in a JavaScript APl application
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Securing Web ADF applications with Manager

e Security button in
Manager Applications

« Enable security ===

* Add permitted role(s)
— Notice role-based security,
not user-based
. . T awma il dmmartin
 Permission rules are stored T
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Securing a Web ADF application outside of Manager

 Q: How do you secure a Web ADF application created with Visual
Studio?

* A: Add the provider and permissions manually to web.config

— Copy provider settings from /ArcGIS/Security/web.config
e Connection string for SQL Server
« Membership and provider elements
—Add allow/deny rules
<authorization>
<allow roles=“Editors” />
<deny users=“*" />

</authorization>

— Add login.aspx page if not using Web Mapping Application template




Using a secured Web ADF application

e User will be prompted to
login
—Login.aspx page when users

iIn SQL Server or custom
provider

—Pop-up dialog with Windows
users
* Application page
— Displays login name
—Logout link

 When logged in with forms
authentication

¥ Lopin to Web Mapping Application - Mozilla Firefox

.:':..l -

- —
"




Securing a Web application in Manager




Securing applications that use client-side APIs:
JavaScript APIs, Flex API, Silverlight API

e Can’t secure applications with only client-side code
e Using windows

—Secure using OS
* Using ASP.NET

—Wrap code in .aspx page

—Use same approach shown earlier for securing the application outside
of Manager




Passing user identity to the GIS service

e Scenario: Secure application with dynamic services
based on user

— User logs into the application
— User sees only the services they have access to
o SecurityPassthrough samples

— Passes user’s identity to GIS service at runtime

— Three samples:

o SecurityPassthrough_Forms: Users/roles in SQL Server; Web
service (Internet) connection to the GIS service

e SecurityPassthrough_Win: Users/roles in Windows; Local
connection to the GIS service

o SecurityPassthrough_WinlInternet (available for 9.3.1): Users/roles
in Windows; Web service (Internet) connection to the GIS service

Browser user
- '

User
identity

ADF Application

Service
identity

GIS Server




Controlling application content based on role

* Question: How can | show or hide content depending on the role?
—Tools, tasks, layers, map, etc.

 Answer: Developer must add code
—Wrap Web ADF controls in LoginView controls
— Get user’s role :
— Remove or add content R —
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Modifying Web application content
based on user’s role




Security resources for ArcGIS Server
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Summary

 Manager at 9.3+ enables users to
— Configure user and role stores
— Secure Web applications
— Secure GIS Web services
» Clients work with security
— Desktop, Engine and Web ADF work seamlessly
— SOAP and JavaScript clients may require working with tokens

« Use standard ASP.NET methods for finer-grain security in
applications




Additional Resources

Questions, answers and information...

e Tech Talk

— Qutside this room right now!

e Meet the team

—6:00 — 7:00 pm during the party
in Oasis 2

e Other sessions

—Advanced Map Caching Topics
Wednesday 2:45 - 4:00 pm

e ESRI| Resource Centers
— PPTs, code and video

resources.esri.com

e Social Networking

*‘ www.twitter.com/

ESRIDevSummit

tinyurl.com/

facebook 0 oo summites




Want to Learn More?
ESRI Training and Education Resources

* Instructor-Led Training

— ArcGIS Server: Web Administration Using the Microsoft .NET
Framework

— Developing Applications with ArcGIS Server Using the Microsoft .NET
Framework

* Free Web Training Seminars
— ArcGIS Server Setup and Administration

— Building Applications with ArcGIS Server Using the Microsoft .NET
Framework

— Implementing Security for ArcGIS Server .NET Solutions

http://www.esri.com/training




Questions




