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Study Objectives

Define Critical Infrastructure

Review! literature and public legislation for existing
definitions

Develop a local poelicy restricting certain critical
Infermation

Survey Municipal welsites for geospatial
Infermation.

Catalog and then rank ohserved data

Create a vulnerability ranking for cities at risk of
terrorist attack.




Preject [Discussion

_ City off Greenshoro Prior to September 11, 2001.
Presented all geespatial infermation on the Internet.
_ City of Greensboro immediately follewing
September 11, 2001.
Survey: off wel applications
14 minute “hit” frem Tehran, lran
Removal efi alllwel applications
Closure of ETP (Eile Transfer Protocel) site.




Critical Infrastructure

_ Crntical Infrastructure — a facility, either public or
private that operates in a capacity to provide
fundamentall necessities of life, and provides a
COMMon good or service to large portions of the
population, and would previde a significant
negative socio-economic Impact shoulaiit fail.

_ For a municipality, this might include:
\Water: Distribution
Electricity
Telecommunications

Petreleum Distribution
Viore?




Critical Infrastructure

. Cnwical Infrastructure: Information (data) can
exist as:
Highi reselution aerial Imagery.
Engineering Drawings.
Water/Sewer distrbution: plans.
Electrical transmission and: facility: plans.
Architectural drawings.

Electronic drawings:
~ CAD/GIS aata, Scans, PDE or other decument type.




NC Public Records; Law

~ 8132-1.7 Sensitive Public Security
Infermation. (a) Pulblic records, as defined
In G.S.132-1, shall not include information
containing specific details: of public security.
plans and arrangements or the detailed
plans and drawings: of pubklic buildings and
Infirastructure facilities. ..




City’ off Greenshbore Data Security,
Policy.

_ Based on early research from this stuady:

Greenshore developed a policy restricting
Water/Sewer Pipelines, Stormi \Water Pipelines,
Telecommunications Infrastructure, Internal

Security Plans, andl all associatead
data/drawings.

Policy effective July 1, 2004

_ No complaintsi to date

_ Used as a moedel te safeguard information; by APA;,
and municipalities threughoeut NC.




Internet Survey:
“133 Cities Project”

_ Initially fiunded by NIMA™ (now: NGA) toe
acquire aenal imagery. of 133, Cities and
\/ISTARS

Cities were chosen fiellewing| 9/11 based on
demographics and terrerism risk.

Aerial imagery Is 1 foot pixel reselution.

_ 152 cities (Including| these in the MSA’S)
were used for this study.




Internet Survey: Tasks

_ Visit eachy Municipall Home Page
_ Examine each site for data dewnload areas

. Cataleg all webraddresses in a datalase
_ Check for security

. Dewnlead and examine geoespatial
Infiermation

_ Categorize obsenrved data




Data Distribution

_ Data Distridution optiens:

Direct FTP

Download from Interactive mapping application
ML links




Looking| for EIP Sites

USI ng Goog Ie 1 ) a' i-%_ll;put Form : Form E]_@@
SearCh fo r th e ' USGS/ NG A 132 Cities Project : Available Geospatial Information |
municipality primany Vewo D[ &

Metro Area |Los Angeles, Califorrvia
Web page was City, State |Los Angeles, California
executed : The Web a":"xjjI’ESS Hp f fwwew i la.ca.Us/
add reSS WaS |Ogged FTP Address |htto: /fnavigatela lacity .orgfindex htm

Potes:  [Critical infrastructure available on viewer,
INto a database.
V¥ Geospatial Data? Save Table

Download pages and P
I I n kS to FTP We re al SO Geospatial Data Classified by Economic Sector

¥ Telecommunications [ Transporkation ¥ Public Health T Food
e nte red Wh e n fo u n d . " Electrical v Water Supply(Distribution [ agriculture [ Shipping

¥ Petroleum [~ Emergency ™ chemical ™ Defense
O bse rved d ata WaS [ Financial/Banking T Cantinuity of Gowvk [ Commetcial [ Landmarks(Icans.
classified by sector — IEEREESGNSTTTIE

anadl security.



Classification oft Observed Data

The sixteen Economic Sectors used in this study:

Jelecommunications
Electrical Tiransmission
Petreleum: Distrbution
Banking andl Einance
[ranspoertation

\Water Distribution
Emergency: Systems
Continuity off Government

Puilic Health

Agriculture and Livestock
Chemical and Manufacturing
Commercial and Public VVenues
Feod Distribution

Mail and Shipping

Natienal Symbols and Icens
Defense Industrial Base




Survey Results

_ Summary off elaserved sites:
Study’ Group: Total: 152
Secured ETP sites: 34
Sites with ANY data: 4
Sites with NO datas 44
Sites with) Geospatial data. 34
Sites with ETP: 91
Sites without ETP: 61
Other download eptiens: 17 _
Percent of study group with Geoespatial data

22.5%
30:9%
26.9%
22.5%
99.6%0
40.1%
7.2%

36.2%




Survey Results

_ Weighting| the data

City of Greenshoero Department Directors®* Were given
the sixteen econemic Sectors

They were asked to rank them In erder of Importance
from 1 to 16.

Individual sector scores were: then averaged and
adjusted such that the sum for alli secters was 100.

Thelr respenses were then used to rank sector

Importance.

*(Directors included Police and Fire: Chiefs, Water Department, MIS;, County.
Emergency Management, Planning and Engineering)




Survey Results

_ Using sector welghts with elbserved
data:
Data was; initially’ collected as yes/no (1. or 0) in
master table.

The number “1” was replaced with the sector
Welgnt.

_ Example: Water pipelines olhserved? 1 (or yes) Is
replaced with 25 (the sector score).

This Is repeated for all ebservations and then
summed to produce a rank score.




Survey Results

Cities Sector Percent of Percent of Sector Weight
w/Data sites observed
w/data (34) cities (152)
Telecommunications 17.6 3.9

Electrical Distribution 11.7 2.6
Petroleum Distribution 11.7 2.6
Transportation 32.3 7.2
Water Distribution 50.0 111
Emergency 23.5 5.2
GovM@Ef?ﬁﬁmﬁQt 5.8 1.3
Public Health ACHS) 5.2
Agricultural 2.9 0.6
Chemical Industry 5.8 1.3
Retail 17.6 3.9
Food Distribution 5.8 1.3
Shipping 11.7 2.6
Defense Industry 2.9 0.6
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Top 10 List

_ llep ten cities that contain the highest guantity e data in
the most econemic sectors based on sector Welght:
Rank  City Score (ouit of 100)
Austin, Tx 03
Albuguergue, NM 74
Los Angeles, Ca 64
Tueson, Az 59
Richmond, Va S
Charlotte, NC 53
Minneapeolis, Mn 53
Washingten, DC 52
Dallas, Tx 49
IHonolulw;, Hi 46

1.
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4.
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6.
7.
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Case Study: Austin, Trexas

The City of Austin invites users to freely download data from FTP with detailed instructions.

City ofi Austin GIS Data Sets

The table below lists GIS data sets developed by the City ol Austin and previded! by Communication and' Technology.
Management (see list oif conbibutne depaitments). Underlinedlentries are available for dewnlead firom the City of
Austini Infrastructure Support Services Anenymous ETP server (litp://isswelb.cl.austin.beus/). The files are in ArcView.
“shape™ format and reguire GIS software that can view or impert this format. Each data set has at least 3 associated
files, ending Ini.shp,, .shx;, and .dbfi, which have been compressed! into a .ZIP file. You must unzip the files using|a
decompression utility like winzip. The GeoDisc Austini Metro GIS! Inventory CD contains many: of these data sets, plus
some additional data. It is available for purchase for $25 from the City of Austin's Decument Sales Window! (505
Barton Springs Rd., 1st fleer).

For Infermation concerning these data sets, please contact Dolph Scott at dolph.scoti@c) austin.ix.us. You can also
directly access these files via an FTP program (hoest: ftp://isswelb. cl.austin. b us/ user-id: anenymous; passwerd: your:
e-mail address).

You can download ArcExplerer, a viewing software from ESRI, at no cost, to view: these data sets. IT'you need to
convert these shape format files to .dxf, try using Arc2Cad from Guithrie CADNGIS Software. AutoCAD Map can
import shape files inter AutoCAD.

DXE fermat ofi Building Feotprints, Contours, Base (lots and ROW), and Transportation (paved surfaces) are also
avallablewviaranenymoeus: ElRPN(upE//IsSsWeRL Il austnrix Us/puls/CliSEData/REdional/dxidata/usgsqd/): hesefiles are
clipped and erganized by USGS 7.5 minute Quarter Quads. Viap Einder has infermation aboeut the location of 7.5
minute guadrangle maps. Quarter quads are simply 7.5 Quadrangle maps cut inte 4 smaller maps. They are numbered
1, 2, 3, or 4. An example is Austini East 4 and the corresponding folder is named a_east 4.

For Infermation aboeut City oft Austin development reguirements, including site plans, zoning, permitting and application
packets, go to the City ol Austin Development Process webi site.

These files are being made available courtesy of the City of Austin's Communication &Technolegy Management
Department

DXE Data Image Map: Tordetermine which USGS Quarter Quad you will need to downlead DXFE file, click
Here;

GIS Shapetfile Image Map: To determine which USGS Quarter Quad you will'need to download the City of
Austin 2 foot contours only, click here.

===
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Observed Data
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Observed Data

Selected Features

street
DIAMETER

0.00 - 4.50

4.51-8.63

8.64-14.00

14.01 - 20.00

20.01 - 30.00




Jpserveqa U
@ @,
) = D DIpE
OPER_NM SYS_NM SUBS5YS NM DIAMETER CMDTY DESC INTERSTATE|STATUS CD

GULF ENERGY PIPELIME, LLC AUSTIN S¥STEM 423501 16.00 NaTURAL GAS N | U
CITGO PRODUCTS PIPELIME COMPAMY |CASA PIPELINE GvSTEM | LULING STA TO AUSTIN TERMINAL |8.63 GASOLIME, #2 FUEL OIL b I U
FGAE TEXAS FIFELINE, LF. 2002 14.00 MATURAL GAS M 1 U
SOUTHTEX 65 PIPELINE COMPANY.LTD |BENEDUM - SWEEMY LINE EZ 10,75 MaTURAL GAS LIGUIDS ¥ [ U
SOUTHTE:X 66 PIPELINE COMPANY LTD |BENEDUM - SWEEMY  |LINEEZ 1075 NaTURAL GAS LIGUIDS W [ U
EQUILOM PIPELIME CO LLC FANCHO SYSTEM 24.00 CRUDE W [ U
FGAE TEXAS PIPELINE, LF. 2042 16.00 MATURAL GAS M [1 U
FGAE TEXAS FIFELINE, LF. 20 [ 2000 NATURAL GAS M B U
FGAE TEXAS PIPELINE, LF. 20 | 20,00 NaTURAL GAS M | U
FGAE TEXAS PIPELINE, LP. 204 | 2000 NATURAL GAS N I U
PG&E TEXAS FIPELIME, LF, 19 20.00 MATURAL GAS N Il U
FGAE TEXAS PIPELINE, LF. a4 1275 NATURAL GAS [ B U
FGAE TEXAS PIPELINE,LF. 033 | 1275 NATURAL GAS M B U
TExACO IMC. LINE P [SOUTH] 2000 NaTURAL GAS N [i U
EL PASO FIELD SERYVICES COMPANY | TEXAS PIPELINE SYSTEM |AUSTIN REFINED PRODUCTS 450 'REFINED PRODUCTS N [ G
SOUTHTEX B5 PIPELINE COMP&NY LTD |BENEDUM - SwWEENY  |UNEEZ [10.75 NaTURAL GAS LIQUIDS v | U
FGAE TEXAS PIPELINE, LF. 037143 | {450 MATURAL GAS h | U
TExACO IMC. LINE P [SOUTH] | 2000 NaTURAL GAS N I U
|HOUSTOM PIFE LINE COMP&NY LINE 2103 1600 NATURAL GAS M M U
|PGAE TEXAS FIPELINE, LFP. a033/2 238 MATURAL GAS M [ U
SOUTHTEX 66 PIPELINE COMPANY LTD |BENEDUM - SWEEMY | LINE EZ 10.75 NaTURAL GAS LIQUIDS W [ U
HOUSTOM PIFE LINE COMP&NY LINE 3103 16.00 NATURAL GAS M [i U
| TExACO INC. LIME F(SOUTH] 20.00 NATURAL GAS M I u
HOUSTOM PIFE LINE COMP&NY LINE 2103 | 10.75 NaTURAL GAS M | U
HOUSTOM PIPE LINE COMP&NY LINE 2103 | 1600 NATURAL GAS N | U
FGAE TEXAS PIPELINE, LF. 17C | 2000 NaTURAL GAS N I U
| TEx&CO IMC. LINE P [S0UTH] 20.00 NATURAL GAS M M U
| T:U LOME STAR FIPELINE FISOUTH) 20.00 MATURAL GAS M [ U
Tl LOME STAR PIPELINE = | BE3 NaTURAL GAS N | U
GULF ENERGY PIPELINE, LLC LONE STAR DELIVERY | 423-302 SOUTH TEXAS 1075 NATURAL GAS N [ U
FGAE TEXAS FIFELIME, LF. 037 132 MATURAL GAS M [I u
FGAE TEXAS PIPELINE, LF. 037l | 4.50 NATURAL GAS M [ U
FGAE TEXAS PIPELINE, LF. 178 | EE3 NATURAL GAS N [ U
FGAE TEXAS PIPELINE, LF. Elierd | 23 NaTURAL GAS N I U
FGAE TEXAS FIFELINE, LF. a037 1275 MATURAL GAS M Il U
SOUTHTEX 66 FIFELIME COMPANY LTD |BEMEDUM - SWEEMY LINE EZ 10.75 MATURAL GAS LIGUIDS ¥ [ U
WwWILLIZMS FIPE LINE COMPANY LONGHORN | BT 0w TO EL PASO 16.00 GASOLIME, DIESEL, JET FUEL | | W

= COLITHTFRY ERE PIRPFILIKF TrkdP&ARS T TH IRFRIEDL IR - SyrFF RIS |I IMF F7 10 7R RIATIHIRAL GAS LIONIIILE b i| I 5 :’

Record: _I:_Lj__“ 1 __:J:ﬂ Showe | Al Selected I Records [0 out of 83 Selected.) Options =



Observed Data — Sechematic Drawings




Recommendations

1. Develeop legall definitions at the Federal and State levels
for Critical Infrastructure Information.

2. Include ETP and other Data medium descriptions Into
current public recerds; law.

3. Research ways to secure data that IS Inf harmoeny With
EOIA.

4., Security Is cheap with ETP. Use It.

5. Educate municipal empleyees to be respoensible when
distributing data...the audience is GILOBAL.

Introduce a “GeoSecurity Officer” responsible fior
Implementing| guidelines and monitering municipall data
distribution practices.




Recent Developments

Rand Corporation report “Mapping the Risks™
authers interested In this study:
Interest in how their report Is being used “in the field”.
They need more infermation about FTP.
Interested ini the selutien being used! in Greenshoero.

Attention of the local media:

Raises public debate on “how: much information Is teo much
Infermatien?”

Informs the public of how! infermatien Is being used and new, Its
glohal availability.
It IS curieus that the Cities that have complained
about infermation restriction, all'have secured FTP

sites...




