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Overview/Audience

+ What is this?
- Communicate what are the high level activities that define
an Esri-best practice for implementing R&H
- Who are you?
- Potential R&H adopters
- Government organizations looking to validate their
existing implementations
- Partners looking to validate their implementation
practices

In planning our talk, we thought back through the last couple of years of Roads and

Highways implementation work ...
We also thought about who are you, and the topics that might give you the most benefit.

And briefly, who are we?
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Roads and Highways Best Practice Themes

PATTERNS PROJECT DELIVERY SECURITY

Planning Web Services
Data Model Design Event Editor
IT Governance System Architecture Roadway Reporter
Data Flow Data Migration
Business Process Configuration

ArcGlIS Platform Adoption Training & Sustainment

Over the course of the next 45 minutes we want you to consider three major themes
within the context of Roads and Highways best practices:

» Choosing the Right Implementation pattern for your organization
» Activities during implementation that are unique to a R&H project
» Securing your solution with ArcGIS Enterprise
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Patterns

Transition slide to Roads and Highways Implementation Patterns
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The Implementation Spectrum
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When we look at the cross section of Roads and Highways implementations we are
seeing a fairly well defined spectrum for the style of implementations based mostly on
the organizational model.

On one end of the spectrum there are medium to large enterprise customers that have
widely distributed teams.

On the other end of the spectrum there are smaller, single offices we consider having
more of a workgroup philosophy.
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The Implementation Spectrum: Software

DISTRIBUTED TEAMS WORKGROUP

SAME

B=ds

From the perspective of configuring software to create a Roads and Highways solution,
for the most part no matter whether your organization falls on one end of the spectrum
or the other, there are some basic elements that all configurations share. So let’s take a
look at what you need to get up and running with an enterprise highway data
management solution.
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The Implementation Spectrum: Software

DISTRIBUTED TEAMS WORKGROUP

SAME

ArcGIS _._ZE Portal
Web Adaptor @ for ArcGIS

ArcGIS _,_E ArcGIS Server
Web Adaptor @ R&H Server Extension
HLIHD

Enterprise Database
(ArcGIS Data Store
Optional*)

The ArcGIS manag e y that stores the Portal’s hosted content. It is not a replacement for your enterprise geodatabases.

Note that the software stack for a Workgroup configuration is the SAME as for
distributed models
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The Implementation Spectrum: Software

DISTRIBUTED TEAMS WORKGROUP

ArcGIS Web Adaptor SAME

Integrates with your
organization’s existing
web server to provide a
single endpoint that
distributes incoming
requests and enables you
to use web-tier
authentication.
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The Implementation Spectrum: Software

DISTRIBUTED TEAMS WORKGROUP

Portal for ArcGIS SAME

The software component
that enables the ArcGIS
Enterprise portal. Portal for
ArcGIS is the web frontend
and APl backend that
supports a user’s interaction
and overall experience with
your Web GIS.

Yes — Portal is a key component for the Roads and Highways solution configuration. We
use portal for configuring and storing webmaps, securing and sharing content, and

identify management, and enabling additional productivity tools in Event Editor and
Roadway Reporter
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The Implementation Spectrum: Software

DISTRIBUTED TEAMS WORKGROUP

SAME

XX ArcGIS Server

E In a base deployment
ArcGIS Server should be
configured with a GIS Server
licensing role and as the
hosting server. In this
capacity it gives you the
ability to publish and share
maps and layers from
ArcGIS Pro using your own
business databases and by
copying data to the server.

Of course, ArcGIS Server is the foundation for content publishing from out of your
enterprise database. Roads and Highways is still an extension to the GIS Server

licensing role.

10
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The Implementation Spectrum: Software

DISTRIBUTED TEAMS WORKGROUP

SAME

ArcGlS Data Store (Optional for R&H)

The ArcGIS managed data repository that
stores the Portal’s hosted content. It is not a
replacement for your enterprise geodatabases.

Of note, | would also like to call out the ArcGIS Data Store. For Roads and Highways
specifically, it is not required

11



Roads and Highways: Implementation Best Practices, Tips, and Tricks
Esri User Conference 2018

Slide 12

The Implementation Spectrum: Software

DISTRIBUTED TEAMS WORKGROUP

ArcGlIS Desktop (ArcMap*)

ArcGIS Workflow Manager
(Desktop/Server)

Up to this point, both organizational models have shared the same software
characteristics. However, when looking to create a solution configuration where you
want to connect distributed teams within the organization to the software and provide
added value in terms of orchestrating and managing work assignments, creating role-
based processes, enabling email notifications etc then we go to ArcGIS Workflow
Manager.

Additionally, MWX as we refer to it is also an excellent tool for managing centralizing

and standardizing operational business practice and also allows you to monitor
performance and efficiency.

12
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Roads and Highways Solution Configuration

DISTRIBUTED TEAMS

matically managed Workflow-
ic GDB versions

diting (network

Users are mapped to roles

Conflict Prevention Enabled

WORKGROUP

User-specific GDB versions

Static or manually created GDB
versions

User-specific MXDs saved to
desktop

User-specific bookmark to an Event
Editor configuration

Conflict Prevention Optional

Now, let’s jump in to the nuances between how you configure the software and what the
expected user experience will be based on these organization models.
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Demonstration:
Workgroup vs
Distributed Team

Patterns

Esri software demonstration of Workgoup LRS edit compared with Distrbuted team LRS
edit. Note the starting point for a Distributed Team pattern is Workflow Manager (WMX
client), not Roads and Highways.

14
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Roads and Highways Solution Configuration

DISTRIBUTED TEAMS WORKGROUP

Pros: Pros:

Stakeholder-specific workflows to Simple to configure, roll out and
align data managemen d administer
cess with software
Each user is on their own - easier to
Automated communication among complete ad-hoc assignments
distributed users

itutionalized work

Data management granularity

Review Pros of each implementation pattern

15
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Roads and Highways Solution Configuration

DISTRIBUTED TEAMS WORKGROUP

Cons: Cons:

More moving parts to the initial There is no orchestrated
system roll out communication mechanism
Learning curve No automation of process and
software

Additional steps to complete work

Each user is on their own - less
likely to have reproduceable
workflows

eps to complete ad-hoc

No enforcement of when user
edits get posted

Review cons of each implementation pattern.

Note that “Each user is on their own” in the Workgroup pattern can be considered both
a positive and a negative.

16
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Project Delivery

Transition slide to Project Delivery topic

17
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PLANNING DESIGN ARCHITECTURE MIGRATION CONFIGURATION TRAINING

Project Delivery

- What are the common pitfalls at each
stage?

+ Any lessons learned to prevent
schedule slip?

Where are “crashes” likely to happen?
How can we avoid them?

18
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PLANNING DESIGN ARCHITECTURE MIGRATION CONFIGURATION TRAINING

Focus Kickoff on Change Management Planning

- What business objectives are driving the LRS system change?

+ Ask how much will business stakeholders and downstream systems will determine/force the

data design?

We typically use the kickoff meeting to level set on scopes and schedule. What we

have learned is the main focus should be on Change Management Planning.

Users will have new workflows. Dependent business systems will be connecting to a

new solution.

(i.e. how much opportunity do you have to change to new business processes?)

What business objectives are driving the LRS system change?

Ask how much will business stakeholders and downstream systems will determine/force

the data design?

No Flexibility

* No change to LRM or geometry

* No change to business processes

«  Software capability demonstrations focused on eliciting possible future benefits of
change

Flexible

*  Opens opportunity to eliminate or simplify institutional “workarounds”

«  Software capability demonstrations focused on evaluating user impacts of design
decisions

Document change management and business stakeholder communication plan

19
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PLANNING DESIGN ARCHITECTURE MIGRATION CONFIGURATION TRAINING

Issues Risk Mitigation

- Want to forecast how users will use the - Use prototyping to evaluate alternate
system ... but no one has R&H experience! design options

+ The data model is going to change - Data design tools (e.g. Enterprise
Architect)

The Customer understands their data and legacy system. They use this as the basis for
judging change. That also means they don’t know what they don’t know.
When looking at design alternatives, try to consider the business user's perspective on engaging
the software rather than focusing solely on whether you can fit the legacy LRS into the COTS
software.
Prototyping examples:

Dual Carriageway ... geometry, Route ID, calibration, gaps

Route concurrency ... route dominance, geometry

Intersections

Single field versus multi-field events

20
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PLANNING DESIGN ARCHITECTURE MIGRATION CONFIGURATION TRAINING
(] (J [ ]

2 )

Plan for a System Architecture
refresh before deploying

production

ArcGIS Enterprise changes the game ... plan for it. That means Portal and an identity.
We will talk about this in a later section. For now, the main point here is you need to

plan and budget for a System Architecture refresh before deploying production. Here
(arrow)

21
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PLANNING DESIGN ARCHITECTURE MIGRATION CONFIGURATION TRAINING
(] (] (J (J [ ]

Quality Assurance plan ... Nothing lost and nothing gained, inspire confidence

Factors Tools

- Preserving shape? + Data Reviewer

- Preserving measures? - Make Route Event Layer (MREL)

- Are you translating the legacy datato a - |dentity
new LRM? « Locate Features along Routes (LFAR)

- Custom GP tools

- Symmetrical Difference

- Data Interoperability extension

Custom GP tools includes classifying self-intersecting shapes

Legacy LRM ... migrate the old route network as an event

22
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Example Event Migration Process

Source Target Event
Event Data Data
’ ’ LRM translation
(—1—) Rem<?ve
(MREL) (Identity) (LFAR) (R&H) ‘ Duplicates

Dynamic Segmentto i Calc Event SIEUICE Register
Segmentation j§ P-Network Measures Event Event
Table
@i e - Primary Network R&H Network

* Record counts * Record counts
« LOC ERROR + LOC ERROR
« Establish shape * Track shape change
* Create new event measures

« Source to * Shape length = Event measures
target field ¢ Target shape length = Source
mapping shape length

« Target geometry = MREL geometry

Here is an example of how we strung together steps using out of the box tools.
Emphasize unique aspect ... events had
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PLANNING DESIGN ARCHITECTURE MIGRATION CONFIGURATION TRAINING
(] [ (] [ ]
QA Statistics
- Source record-level tracking - create a "
do-ID if Differences between
pseudo T necessary Staging Processes and Registered Target Event
. 7 Count of
Track changes at each stage in the e RorIG —
process insheon Length difference > differences between
. ength - _I'"" ° 0.001 Miles (Per source event
- Calculate source-target QA statistics after Event Mileage Net_Suppl_D) a———
final data processing S -l= | [+] registered event.~| [~
-0.00055 0 0
- Dissolve events as a post-process (if 648 _____0000%lyl 0 |
required)
*** Note on converting meters to miles ... DO NOT use a floating point conversion factor. USE Miles = meters * 3937/ 1200/ 5280
QA Statistics

Source record-level tracking — create a pseudo-ID if necessary
Track changes at each stage in the process (the purpose here is to identify the exact
step where a problem occurs)

# records

shape length

event measure length
After final data processing

Symmetrical Difference

Change in shape length

Change in event measure

Count number of records that differ by 0.001 mi
Dissolve events as a post-process (if required)

Legacy LRM ... migrate the old route network as an event

24
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PLANNING DESIGN HITECTURE MIGRATION CONFIGURATION TRAINING
(] (] (J (J [ ]

Configuration Areas Artifacts
- Inventory of events by data editors
and business owners

- Security - Role-oriented Event editor
“configurations” and attribute sets

- User Workflows

- Conflict Prevention
: « ArcGIS Enterprise content
- Event Editor configuration plan

- Roadway Reporter == _ I - WMXjob types and workflows

- As-built configuration document

By Solution Configuration, we mean the operational design
User Workflows
How does work get assigned?
Is more than one person involved to complete a job?
Business may not have these things documented
Strategy for bulk data loading versus continual editing
Security
Conflict Prevention
Event Editor
Webmaps
Attribute sets
Roadway Reporter templates

25
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PLANNING DESIGN ARCHITECTURE MIGRATION CONFIGURATION TRAINING
(] (J [ ]

- Software training
- Scenario-based holistic coaching

« In-production support

- Plan for annual editors workshop

Discuss training and importance of annual baselining of LRS editing operations.

26
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Solution Configuration

Transition slide to Solution Configuration topic.
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ArcGIS Enterprise: Securing Roads and Highway Components

2+

Vd A
[ L]
- a_n

- Typically, one of the most challenging aspects of implementation
- Things that can (should) be secured:
- Web Services: ArcGIS Server-based map and geoprocessing services
- Event Editor
- Roadway Reporter

- Relative to Conflict Prevention, Anonymous authentication is not a best
practice

Configuring Roads and Highways is one of the more challenging aspects of
implementation.

The effort should not be trivialized.

28
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ArcGIS Enterprise: Securing Event Editor

Case ArcGIS Server Portal for ArcGIS Event Editor Single-Sign On App Distribution & Usage
Authentication Authentication Authentication Reporting
1 IWA IWA IWA Yes No

2 Federated IWA IWA Yes No
3 Federated IWA OAuth No Yes
4

Federated Not IWA OAuth No Yes

* Terms:
» IWA: User identity framework leveraging Windows Web-tier authentication through IIS
» Not IWA: User identity framework in Portal leveraging named users whether they are
built-in, enterprise Windows Active Directory, SAML, or LDAP. Web tier authentication is
turned off in IS
» OAuth: Event Editor redirects the user to the Portal sign in page to log in

Semantics play a large part in understanding how ArcGIS Enterprise interacts with
Roads and Highways.. There are a few terms everyone who is setting up or
administering an enterprise solution like Roads and Highways needs to be familiar with.

* |IWA: User identity framework leveraging Windows Web-tier
authentication through IS

*  Not IWA: User identity framework in Portal leveraging named users
whether they are built-in, enterprise Windows Active Directory, SAML, or
LDAP. Web tier authentication is turned off in 1IS

«  OAuth: Event Editor redirects the user to the Portal sign in page to log in

29
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Securing Event Editor with IWA

Case ArcGIS Server Portal for ArcGIS Event Editor Single-Sign On App Distribution & Usage
Authentication Authentication Authentication Reporting
1 IWA IWA IWA Yes No

Federated

+ Key Take-Aways:
» Outcome for the user: Single-Sign on experience for users
+ Potentially less configuration (No app Id required)
+ Event Editor identity based on Windows username
* Pre-10.6.1: App config.json security must be set to “none”

In each case, I'd like to first focus on the expected end user and administrative
expectations. Note the two columns on the right of the table. These actually define the
explicit combinations for how you configure ArcGIS Server, Portal for ArcGIS and Event

Editor.

30
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Securing Event Editor with OAuth

Case ArcGIS Server Portal for ArcGIS Event Single-Sign On App Distribution & Usage
Authen Authentication Authent Reportlng

Federated
Federated Not IWA

Key Take-Aways:
» OAuth will redirect users to Portal Identity approval page
+ Event Editor configurations must be registered with Portal
* Pre-10.6.1: App config.json security must be set to “portal”
+ (Case 4) Event Editor identity based on Portal username
» *Best Practice: If using conflict prevention, make Portal named users match
Active Directory (computer logon) usernames
+ orrequire Rec/Post operation step at end of R&H desktop edit workflow

Notes on using Oauth for securing Event Editor
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ArcGIS Enterprise: Securing Roads and Highway Roadway Reporter

Cosse e
Table 1429

+ Not an editing tool Lane Miles ofState Roads by County <4 T5)
s of December 31%, 2013

- Currently, WA not supported for securing
access to Roadway Reporter

+ Options:
- No security (Anonymous)
Register app to a portal

Roadway reporter is *NOT* an editing tool, therefore it should not require as much
security as Event Editor.

32
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Roadway Reporter Decision point:
What portal will you use to save report templates and share reports?

ArcGIS Online Portal for ArcGIS

- Audience - Audience
- Internal users - Internal users
- Other State agencies
Local government
- Public
Technical notes - Technical notes

Roadway Reporter can reside on the same Roadway Reporter must be deployed on a
web server as the Portal web adaptor separate web serverthan where the Portal web

- If serveris federated with Portal, web layersin adaptor s installed

Portal must be Public
- App and webmap can be secured in ArcGIS
Online

Implementers can use either ArcGIS Online or a local Portal for ArcGIS deployment for
saving Roadway reporter templates and results.
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Thank you

Thank you. Please feel free to contact us by email:
Amit Hazra (ahazra@esri.com)
Clive Reece (creece@esri.com)
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Please Take Our Survey on the App

Download the Esri Events Select the session Scroll down to find the Complete answers
app and find your event you attended feedback section and select “Submit”

Please give us your feedback. Thursday, July 19, 1pm-2pm, SDCC Room 08
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