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Brief History of WebGIS DR

10.6.1

10.5.1 Incremental

104-10.4.1 Support for backups for
Tool introduced Azure Azure

10.5 10.6
« Incremental Incremental
backups backups for
- Different machine S3

names and URLSs
« Support for S3



What is the WebGIS DR

« Tool built in to Portal for ArcGIS Install

« Basically a script to execute a single backup for:
* Portal for ArcGIS
* ArcGIS Server
* ArcGIS DataStore

« Uses a properties file to define variables



WebGISDR properties file

Specify a
individual

# Provide credentials for

# Imitially, leawve PORTL B

¥ When run the tool the first time he password
¥ encryp 1 and PORTAL A[MIW B ICFD ENCRYPTED will
PORTALL ADMTIN USERMAME

PORTAL AIMIH PRSSWORD =

PORTAL ADMTIN PASSWORD ENCRYPTED =

Specify the Web GIS5 backup mode: full or incremental.
UF RESTORE MODE =




Who

ArcGIS Enterprise Administrator, the
Organization, and end users

Why

Recover from failure
Maintain data and configurations
Replicate and failover




What is backed up...

WebGIS DR Takes backups of the entire ArcGIS Enterprise deployment
« Portal items and settings
« GIS services and settings
* ArcGIS Data Store
 managed database (relational data store)
* hosted scene layer (tile data store)
It need write access to SHARED LOCATION path
* needs access to BACKUP_LOCATION path



How often should | backup?

Sunday Monday Tuesday Wednesday Thursday




Considerations for the WebGISDR

. . Used space: 75,072,311,256 bytes 659GB
* DISC Space B Free space: 4984303616bytes  4.64GB mes Local Disk (C:)
S e
Running the backup Capacily: 80.056.614912bytes  745GB W7 34 GB free of 35.1 GB

StOI’I ng the baCkU p - r _\;/ FreeAgent Drive (L:)
. 29.3 GB free of 465 GB

Disk Clean-up

The domain account or service
account

- Must have point-in-time recovery
enabled on the ArcGIS Data Store



Considerations continued...

Time to create the backup

Resources involved when backing up
 Admins

 Users

* Network

How long will the backups be stored?

Where to store the backup files
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Disaster Recovery :
Replication



What is Disaster Recovery?

. SN
* Recovery efforts due to a failure By
& %
* In place restore or replication to new DI\SASTER
hardware and/or new site RECONERY <
Q,‘/ »
* Uses the WebGIS DR tool to restore =

configurations and data



What is Replication?

Process of making two different environments the same

Use WebGIS DR to export and import

Used for Failover to standby environment

Cloning is not supported /

<>




ArcGIS Enterprise 10.6.1 Replication

Must be the Same May be different
* Public Portal URLs « Portal Content Directory
« Service URL for Federated Servers <« Server config-store

« Registered Data Stores « Private Portal URL
 Admin URL for Federated Servers
 Machine Names
« Server Directories



Geographic Redundancy

Geographically separate data
centers

Duplicated environments,
configurations and data

Use the WebGIS DR tool to
move snhapshots of data and
configuration



Duplicating the Deployments

 Shared folder and/or database

connections _
Primary Data Center Standby Data Center

 Installation directory locations

« The number of machines

Tip: Use DNS entries or
modify hosts files on the
machines of your replicated
deployment to achieve host
name consistency.

A i ©
4 i ©




Planning the Environment

How many machines does my environment need?

(<number of GIS Server machines> + 1 Portal for ArcGIS machine +
<number of machines in the data store>) X 2




Planning for Failover

* Duplication
* Replication

* Monitoring

 Failover




Automation

. Use Cronjob c

- Use Te




Example of the
WebGIS DR import
command

Administrator: Command Prompt

:»Program Files“sArcGIS~Portalstoo }wehgisdr.hat ——import —File C:xls
BPE™ Desktopswehgisdr. p EFT 1E

Ltarting the WehGIS DR utility.

he configuration and base backup time in the current Web GIS

Portal: https:// .esri.comsportal
1

1
‘ i— Federated Server: https:/» .esri.comsarcygis
1 1
1
1
1

1
i— Relational Data Store: https:/» .esri.com:2443/arcgis

neimninog the bhackup file:

. swebgisdrbackupssJuly—2-28018-12-38-54-PH-PDT-FULL.webgissite
he hackup file has been wnzipped in ABhr:@Bmin:=35zec.

he backup file was created at July 9. 26818 12:38:54 PM PDT.

he configuration and hase backup time in the incoming Weh GIS

Portal: https:/~ .espri.comsportal at 7-9-18 12:34 PH

—— Federated Server: https:./- .esri.comsarcgis at 7-9-18 12:34 PH

i— Relational Data Store: https:is”s .ezri.com:2443arcgis

Ltarting the restore process with the WebGIS DR wtility.
tart:i.ng the restore of ArcGIS Data Store:
rl: https:- - .esri.com:2443/arcgis.
he restore of ArcGIS Data Store has completed in BBhr:-B2min:45zec.

Ltarting the restore of ArcGIE Server:
rl: https:i/» esri.comsarcgis.

he following ArcGIS Server hasz heen restored successfully:
rl: https:iss .ezpri.comsarcgis.

he restore of ArcGIS Server has completed in BBhr:Bimin:-idsec.

Ltarting the restore of Portal for ArcGIS:
rl: https:=-» esri.comsportal.

he following Portal for ArcGIS has been restored successfully:

rl: https:-» .esri.comsportal.

he restore of Portal for ArcGIS has completed in ABhr:18min:Z@sec.
- he Portal for ArcGIS has been restarted successfully in BBhr:Bimin:3dzec.
restore of Weh GIS components has completed in BBhr:24min:-44szec.
WebGIS DR utility completed successfully.

Ctopping the WehGIS DR utility.
:swProgram Filez“ArcGIS“Portalstoolsswehgisdr>




7

Conclusion

« WebGIS DR is a backup solution
. Leverage HA and Geographic Red
« Replicate your ArcGIS Enterprise

- Supplement to industry standard /

//
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