


Enterprise GIS:Enterprise GIS:
Delivering Secure GIS SolutionsDelivering Secure GIS Solutions

CJ MosesCJ Moses
Michael E YoungMichael E Young

Version 2.3Version 2.3



AgendaAgenda

•• IntroIntro
•• What does Secure GIS mean to you?What does Secure GIS mean to you?
•• ESRIESRI’’s Security Strategys Security Strategy
•• EnterpriseEnterprise--Wide Security MechanismsWide Security Mechanisms
•• Application SecurityApplication Security
•• Cloud Computing SecurityCloud Computing Security
•• NEW Integrated Security ModelNEW Integrated Security Model
•• ESRI Security ComplianceESRI Security Compliance
•• Summary and Next StepsSummary and Next Steps



IntroIntro

–– Michael E YoungMichael E Young
•• ESRI Senior Enterprise ArchitectESRI Senior Enterprise Architect
•• FISMA C&A Application Security OfficerFISMA C&A Application Security Officer
•• Certified Information Systems Security Professional (CISSP)Certified Information Systems Security Professional (CISSP)

–– CJ MosesCJ Moses
•• AWS Senior ManagerAWS Senior Manager
•• Cloud Computing Security ExpertCloud Computing Security Expert
•• Extensive Career within Federal Government (FBI / US AFOSI)Extensive Career within Federal Government (FBI / US AFOSI)
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What Does Secure GIS Mean to You?What Does Secure GIS Mean to You?

•• What aboutWhat about
–– Integration with other enterprise components?Integration with other enterprise components?

•• Directory Services / LDAP / MS Active DirectoryDirectory Services / LDAP / MS Active Directory
–– Meeting security standards requirements?Meeting security standards requirements?
–– Security Certifications & Accreditations?Security Certifications & Accreditations?

•• FDCC / FISMA / DITSCAPFDCC / FISMA / DITSCAP
–– User Application Interfaces?User Application Interfaces?

•• ADF, MS Silverlight, Adobe Flex, JavaScript, Rich ClientsADF, MS Silverlight, Adobe Flex, JavaScript, Rich Clients
–– How much should be embedded in applications vs. security productHow much should be embedded in applications vs. security products?s?

•• ArcGIS Token Service / 3ArcGIS Token Service / 3rdrd Party SingleParty Single--SignSign--On productsOn products

DonDon’’t focus on trying to implement a security silver bullett focus on trying to implement a security silver bullet

Take a step back and focus on the bigger picture firstTake a step back and focus on the bigger picture first
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ESRIESRI’’s Security Strategys Security Strategy
Reinforcing TrendsReinforcing Trends

Discrete products and services Discrete products and services 

Applications

Isolated Systems Isolated Systems 

Applications

ESRIESRI
ProductsProducts

IT/SecurityIT/Security
ComplianceCompliance

Enterprise platform and servicesEnterprise platform and services

Integrated systemsIntegrated systems
with discretionary access with discretionary access 

…… exploiting 3exploiting 3rdrd party security functionality party security functionality …… exploiting embedded andexploiting embedded and
33rdrd party security functionality party security functionality 

…… relying on product and solution C&A relying on product and solution C&A …… relying on solution C&A relying on solution C&A 



ESRIESRI’’s Security Strategys Security Strategy

•• Secure GIS ProductsSecure GIS Products
–– Incorporate security industry best practicesIncorporate security industry best practices
–– Trusted geospatial services across the globeTrusted geospatial services across the globe
–– Meet both individual user needs and entire organizationsMeet both individual user needs and entire organizations

•• Secure GIS Solution GuidanceSecure GIS Solution Guidance
–– Enterprise Resource Center Enterprise Resource Center WebsiteWebsite
–– ESRI security patternsESRI security patterns



ESRIESRI’’s Security Strategys Security Strategy
Security PatternsSecurity Patterns

•• ESRI provides security implementation patternsESRI provides security implementation patterns
–– Best practice security guidanceBest practice security guidance

•• Leverages National Institute of Standards and Technology  (NIST)Leverages National Institute of Standards and Technology  (NIST)

•• Patterns based on risk levelPatterns based on risk level
–– Basic SecurityBasic Security
–– Standard SecurityStandard Security
–– Advanced SecurityAdvanced Security

•• Identify Identify youryour risk levelrisk level
–– Formal process Formal process –– NIST 800NIST 800--6060
–– Informal processInformal process

To prioritize information security and privacy initiatives, To prioritize information security and privacy initiatives, 
organizations must assess their business needs and risksorganizations must assess their business needs and risks



ESRIESRI’’s Security Strategys Security Strategy
Foundational Security PrinciplesFoundational Security Principles

•• CIA Security TriadCIA Security Triad

•• Defense in DepthDefense in Depth



ESRIESRI’’s Security Strategys Security Strategy
Defense in DepthDefense in Depth

Technical
Controls

Policy
Controls

Physical 
Controls

Data 
and
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Authentication

Authorization

Encryption

Filters

Logging
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EnterpriseEnterprise--Wide Security MechanismsWide Security Mechanisms
OverviewOverview

•• AuthenticationAuthentication

•• AuthorizationAuthorization

•• FiltersFilters

•• EncryptionEncryption

•• Logging/AuditingLogging/Auditing



EnterpriseEnterprise--Wide Security MechanismsWide Security Mechanisms
AuthenticationAuthentication

•• Three ArcGIS Authentication SchemesThree ArcGIS Authentication Schemes

–– Web Traffic via HTTPWeb Traffic via HTTP
1.1. Web ServicesWeb Services
2.2. Web ApplicationsWeb Applications

–– Intranet Traffic via DCOM Intranet Traffic via DCOM 
3.3. Local ConnectionsLocal Connections



EnterpriseEnterprise--Wide Security MechanismsWide Security Mechanisms
AuthenticationAuthentication



EnterpriseEnterprise--Wide Security MechanismsWide Security Mechanisms
AuthenticationAuthentication

•• Enterprise Security Store Integration OptionsEnterprise Security Store Integration Options
–– Also called Principle StoreAlso called Principle Store
–– Contains Users & RolesContains Users & Roles

•• Java Security Store OptionsJava Security Store Options
–– DefaultDefault –– Apache DerbyApache Derby
–– External DatabaseExternal Database
–– LDAPLDAP
–– MS Active DirectoryMS Active Directory

•• .NET Security Store Options.NET Security Store Options
–– DefaultDefault -- Windows Users and GroupsWindows Users and Groups
–– MS SQL Server ExpressMS SQL Server Express
–– Custom ProviderCustom Provider

•• Instructions for Active Directory and Oracle Providers availableInstructions for Active Directory and Oracle Providers available

UsersUsers RolesRoles

JohnJohn
CindyCindy
JimJim

LimitedLimited
AdminAdmin

RegionsRegions



EnterpriseEnterprise--Wide Security MechanismsWide Security Mechanisms
AuthorizationAuthorization

•• Role Based Access Control (RBAC)Role Based Access Control (RBAC)

–– ESRI COTSESRI COTS
•• Service Level Authorization across productsService Level Authorization across products
•• ArcGIS Manager web application used to assign accessArcGIS Manager web application used to assign access
•• Services grouped in folders utilizing inheritanceServices grouped in folders utilizing inheritance

–– 33rdrd PartyParty
•• RDBMS RDBMS –– Row Level or Feature Class LevelRow Level or Feature Class Level

–– MultiMulti--Versioned instances may significantly degrade RDBM performance Versioned instances may significantly degrade RDBM performance 
–– Alternative is SDE ViewsAlternative is SDE Views

–– Custom Custom -- Limit GUILimit GUI
•• Rich Clients via ArcObjectsRich Clients via ArcObjects
•• Web Applications Web Applications 

–– Check out sample code Check out sample code -- Google: EDN Common SecurityGoogle: EDN Common Security
–– Try out MicrosoftTry out Microsoft’’s AzMan tools AzMan tool



EnterpriseEnterprise--Wide Security MechanismsWide Security Mechanisms
FiltersFilters

•• 33rdrd PartyParty
–– FirewallsFirewalls
–– Reverse ProxyReverse Proxy

•• Common implementation optionCommon implementation option
•• MS now has free reverse proxy code for IIS 7 (Windows 2008)MS now has free reverse proxy code for IIS 7 (Windows 2008)

–– Web Application FirewallWeb Application Firewall
•• ModSecurity Can Significantly Reduce Attack SurfaceModSecurity Can Significantly Reduce Attack Surface

–– AntiAnti--Virus SoftwareVirus Software
–– Intrusion Detection / Prevention SystemsIntrusion Detection / Prevention Systems
–– Limit applications able to access geodatabase Limit applications able to access geodatabase 



EnterpriseEnterprise--Wide Security MechanismsWide Security Mechanisms
Filters Filters –– Firewall Friendly ScenarioFirewall Friendly Scenario

Reverse 
proxy / WAF

IntranetDMZ

DatabaseDatabase

WebWeb

GIS GIS 

•• Reverse proxy obfuscates internal systemsReverse proxy obfuscates internal systems
–– Add Web Application Firewall (WAF) for better protectionAdd Web Application Firewall (WAF) for better protection
–– Communication between proxy and web server can be any portCommunication between proxy and web server can be any port

•• File Geodatabase in DMZFile Geodatabase in DMZ
–– OneOne--way replication via HTTP(s)way replication via HTTP(s)
–– Deploy on each web server for optimal throughput/performanceDeploy on each web server for optimal throughput/performance
–– Internet users only have access to a subset of entire GeodatabasInternet users only have access to a subset of entire Geodatabasee

HTTPHTTP

DCOMDCOM

SQLSQL

UseUse

Author &Author &
PublishPublishDatabaseDatabase

WebWeb

GIS GIS 

Internet

HTTP

HTTP



EnterpriseEnterprise--Wide Security MechanismsWide Security Mechanisms
EncryptionEncryption

•• 33rdrd PartyParty

–– NetworkNetwork
•• IPSec (VPN, Internal Systems)IPSec (VPN, Internal Systems)
•• SSL (Internal and External System)SSL (Internal and External System)

–– File BasedFile Based
•• Operating System Operating System –– BitLockerBitLocker
•• GeoSpatially enabled PDFGeoSpatially enabled PDF’’s combined with Certificatess combined with Certificates
•• Hardware (Disk)Hardware (Disk)

–– RDBMSRDBMS
•• Transparent Data EncryptionTransparent Data Encryption
•• Low Cost Portable Solution Low Cost Portable Solution -- SQL Express 2008 w/TDESQL Express 2008 w/TDE



EnterpriseEnterprise--Wide Security MechanismsWide Security Mechanisms
Logging/AuditingLogging/Auditing

•• ESRI COTSESRI COTS
–– Geodatabase historyGeodatabase history

•• May be utilized for tracking changesMay be utilized for tracking changes
–– Job Tracking for ArcGIS (JTX)Job Tracking for ArcGIS (JTX)

•• Track Feature based activitiesTrack Feature based activities
–– ArcGIS Server LoggingArcGIS Server Logging

•• CustomCustom
–– ArcObjects component output GML of Feature based activitiesArcObjects component output GML of Feature based activities

•• 33rdrd PartyParty
–– Web ServerWeb Server
–– RDBMSRDBMS
–– OSOS
–– FirewallFirewall
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Application SecurityApplication Security
OverviewOverview

•• Rich ClientsRich Clients
•• MobileMobile
•• Web ApplicationsWeb Applications
•• Web ServicesWeb Services
•• Online ServicesOnline Services



Application SecurityApplication Security
Rich ClientsRich Clients

•• Authentication / AuthorizationAuthentication / Authorization
–– Web Service integration with Token ServiceWeb Service integration with Token Service
–– SSO with Windows Integrated authenticationSSO with Windows Integrated authentication

•• Encrypting CommunicationEncrypting Communication
–– Direct ConnectDirect Connect

•• Utilize database vendor client SSL or IPSecUtilize database vendor client SSL or IPSec
–– Application ConnectApplication Connect

•• IPSec Tunnel for SDE Port 5151IPSec Tunnel for SDE Port 5151
–– Web ServicesWeb Services

•• SSL SSL -- HTTPSHTTPS

•• Custom DevelopmentCustom Development
–– FineFine--grained GUI access controlgrained GUI access control

•• Edit, Copy, Cut, Paste and PrintEdit, Copy, Cut, Paste and Print
–– LDAP integrationLDAP integration

DesktopDesktop
EngineEngine

ExplorerExplorer



Application SecurityApplication Security
MobileMobile

•• ArcPadArcPad
–– AXF Data file AXF Data file -- Password protect and encryptPassword protect and encrypt
–– Memory Cards Memory Cards –– EncryptEncrypt
–– ArcGIS Server users and groups ArcGIS Server users and groups -- Limit who can publish ArcPad dataLimit who can publish ArcPad data
–– Internet connection Internet connection –– Secure ArcPad data synchronization trafficSecure ArcPad data synchronization traffic

•• ArcGIS MobileArcGIS Mobile
–– GeoData Service GeoData Service -- HTTPS (SSL) or VPN tunnelHTTPS (SSL) or VPN tunnel
–– Utilization of Token ServiceUtilization of Token Service
–– Web Service CredentialsWeb Service Credentials
–– Consider utilization of Windows Mobile Crypto APIConsider utilization of Windows Mobile Crypto API
–– Third party tools for entire storage systemThird party tools for entire storage system

ArcPadArcPad
MobileMobile
iPhoneiPhone



Application SecurityApplication Security
Web ApplicationsWeb Applications

•• ArcGIS Server ManagerArcGIS Server Manager
–– Automates ASP.NET and Java EE web app securityAutomates ASP.NET and Java EE web app security

•• E.g. Modifies web.config file of ASP.NETE.g. Modifies web.config file of ASP.NET

•• Application InterfacesApplication Interfaces
–– .NET and Java ADF.NET and Java ADF’’ss

•• Out of the box integration with Token Security serviceOut of the box integration with Token Security service
–– REST APIREST API’’s (JavaScript, Flex, Silverlight)s (JavaScript, Flex, Silverlight)

•• Can embed in URL Can embed in URL –– SimpleSimple
•• Better solution is dynamically generate tokenBetter solution is dynamically generate token
•• DonDon’’t forget to protect access to your client codet forget to protect access to your client code

FlexFlex
SilverlightSilverlight

Java & .NET ADFJava & .NET ADF
JavaScriptJavaScript



Application SecurityApplication Security
Web ServicesWeb Services

•• ArcGIS Server ManagerArcGIS Server Manager
–– Permission InheritancePermission Inheritance

•• Folder LevelFolder Level
•• Individual Service LevelIndividual Service Level

–– Service Level Security RestrictionsService Level Security Restrictions
•• Internet / Web connections onlyInternet / Web connections only

–– Secures all web service interfacesSecures all web service interfaces
•• RESTREST

–– Service directory on by default (Disable as necessary)Service directory on by default (Disable as necessary)
•• SOAPSOAP

–– WSWS--Security addressed by 3Security addressed by 3rdrd party XML/SOAP gatewaysparty XML/SOAP gateways
•• OGCOGC

–– COTS Simple/Common COTS Simple/Common –– Basic Authentication/SSLBasic Authentication/SSL
–– 33rdrd Party Advanced Party Advanced –– ConTerra Feature Level SecurityConTerra Feature Level Security

•• Removing Local Connection AccessRemoving Local Connection Access
–– Empty AGSUsers groupEmpty AGSUsers group

RootRoot

SubSub
FolderFolder

ServerServer
OnlineOnline
CloudCloud

ServicesServices



Application SecurityApplication Security
Online ServicesOnline Services

•• ArcGIS Online Search and ShareArcGIS Online Search and Share
–– Central resource for easily accessing, storing and sharing mapsCentral resource for easily accessing, storing and sharing maps

–– A membership systemA membership system
•• You control access to items you shareYou control access to items you share
•• You are granted access to items shared by othersYou are granted access to items shared by others
•• You join and share information using groupsYou join and share information using groups
•• Organizations selfOrganizations self--administer their own users and groupsadminister their own users and groups

–– Site security similar in approach with other social networking sSite security similar in approach with other social networking sitesites



Application SecurityApplication Security
Online ServicesOnline Services

•• Ready to try Public Cloud Computing?Ready to try Public Cloud Computing?

•• New ArcGIS Server For AmazonNew ArcGIS Server For Amazon
–– ESRI built ArcGIS Server Amazon Machine Image (AMI)ESRI built ArcGIS Server Amazon Machine Image (AMI)
–– Deploy to Amazon Elastic Compute Cloud (EC2) instanceDeploy to Amazon Elastic Compute Cloud (EC2) instance

•• Addressing SecurityAddressing Security
–– Current AMI not hardened beyond Windows 2008 Server defaultsCurrent AMI not hardened beyond Windows 2008 Server defaults
–– Typical Firewall Entries for Cloud implementationsTypical Firewall Entries for Cloud implementations

•• ArcGIS ServerArcGIS Server
–– Port 80/443 for IISPort 80/443 for IIS
–– Remote desktopRemote desktop

•• Enterprise GeoDB AMIEnterprise GeoDB AMI
–– Port 5151Port 5151

•• Biggest Cloud Computing Concern is Security and PrivacyBiggest Cloud Computing Concern is Security and Privacy……



Brief Cloud Computing Brief Cloud Computing 
Security DiscussionSecurity Discussion

CJ Moses, Senior ManagerCJ Moses, Senior Manager

AWS Enterprise & FederalAWS Enterprise & Federal

cmoses@amazon.comcmoses@amazon.com



AWS Security ResourcesAWS Security Resources

•• http://aws.amazon.com/http://aws.amazon.com/
security/security/

•• Security WhitepaperSecurity Whitepaper
•• Latest Version 11/09Latest Version 11/09
•• Updated biUpdated bi--annuallyannually
•• Feedback is welcomeFeedback is welcome



AWS CertificationsAWS Certifications

•• Shared Responsibility ModelShared Responsibility Model

•• SarbanesSarbanes--Oxley (SOX) Oxley (SOX) 

•• SAS70 Type II Audit SAS70 Type II Audit 

•• Working on FISMA (NIST)C&AWorking on FISMA (NIST)C&A

•• Pursuing additional certificationsPursuing additional certifications

•• Customers have deployed various compliant Customers have deployed various compliant 
applications such as HIPAA (healthcare) and PCI DSS applications such as HIPAA (healthcare) and PCI DSS 
(credit card) (credit card) 



Amazon EC2 SecurityAmazon EC2 Security

•• Host operating systemHost operating system
–– Individual SSH keyed logins via bastion host for AWS Individual SSH keyed logins via bastion host for AWS 

adminsadmins
––All accesses logged and auditedAll accesses logged and audited

•• Guest operating systemGuest operating system
––Customer controlled at root levelCustomer controlled at root level
––AWS admins cannot log inAWS admins cannot log in
––CustomerCustomer--generated keypairsgenerated keypairs

•• Stateful firewallStateful firewall
––Mandatory inbound firewall, default deny modeMandatory inbound firewall, default deny mode

•• Signed API callsSigned API calls
––Require X.509 certificate or customerRequire X.509 certificate or customer’’s secret AWS keys secret AWS key



Amazon EC2 Instance IsolationAmazon EC2 Instance Isolation

Physical Interfaces

Customer 1

Hypervisor

Customer 2 Customer n…

…
Virtual Interfaces

Firewall

Customer 1
Security Groups

Customer 2
Security Groups

Customer n
Security Groups



Customer’s
Network

Amazon
Web Services

Cloud

Secure VPN 
Connection over 

the Internet

Subnets

Customer’s isolated 
AWS resources

Amazon VPCAmazon VPC

Router
VPN 

Gateway



Amazon VPC CapabilitiesAmazon VPC Capabilities

•• Create an isolated environment within AWSCreate an isolated environment within AWS
•• Establish subnets to control who and what can access Establish subnets to control who and what can access 

your resourcesyour resources
•• Connect your isolated AWS resources and your IT Connect your isolated AWS resources and your IT 

infrastructure via a VPN connectioninfrastructure via a VPN connection
•• Launch AWS resources within the isolated networkLaunch AWS resources within the isolated network
•• Use your existing security and networking Use your existing security and networking 

technologies to examine traffic to/from your isolated technologies to examine traffic to/from your isolated 
resourcesresources

•• Extend your existing security and management Extend your existing security and management 
policies within your IT infrastructure to your isolated policies within your IT infrastructure to your isolated 
AWS resources as if they were running within your AWS resources as if they were running within your 
infrastructureinfrastructure



Thank YouThank You

Please reserve additional Please reserve additional 
questions for the end of the questions for the end of the 

presentationpresentation

aws.amazon.comaws.amazon.com

cmoses@amazon.comcmoses@amazon.com
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New Integrated Security ModelNew Integrated Security Model

•• New configuration optionNew configuration option
–– Identity of end user flows through all architecture tiersIdentity of end user flows through all architecture tiers

•• WhatWhat’’s the Big Deal?s the Big Deal?
–– Provides Fine Grained Access Control / RowProvides Fine Grained Access Control / Row--level security capabilitieslevel security capabilities
–– DCOM Local Connections can now be restricted at service level viDCOM Local Connections can now be restricted at service level via a 

ArcGIS ManagerArcGIS Manager

•• Looking for customers to provide additional validationLooking for customers to provide additional validation
–– Validation / recommendations can lead to Production SupportValidation / recommendations can lead to Production Support
–– Performance, Scalability and Usefulness are key outstanding concPerformance, Scalability and Usefulness are key outstanding concernserns



New Integrated Security ModelNew Integrated Security Model
Current UseCurrent Use--Case ArchitectureCase Architecture

–– Web ServerWeb Server
•• MS IISMS IIS
•• Windows Integrated AuthenticationWindows Integrated Authentication
•• Java and .NET ADF ApplicationsJava and .NET ADF Applications

–– Application ServerApplication Server
•• .NET ArcGIS Server 9.3 SP1 or later.NET ArcGIS Server 9.3 SP1 or later
•• Windows Users & Groups Security ProviderWindows Users & Groups Security Provider

–– Oracle DatabaseOracle Database
•• Virtual Private DatabaseVirtual Private Database
•• Proxy user sessionsProxy user sessions
•• Oracle Label Security (Optional)Oracle Label Security (Optional)

Additional Configurations Pending Customer DemandAdditional Configurations Pending Customer Demand



New Integrated Security ModelNew Integrated Security Model
Utilizing RowUtilizing Row--Level SecurityLevel Security

•• Virtual Private Database (VPD)Virtual Private Database (VPD)
–– Transparently modifies requestsTransparently modifies requests
–– Presents partial table viewPresents partial table view

•• Oracle Label Security (OLS)Oracle Label Security (OLS)
–– Optional addOptional add--onon
–– Provides interface for rowProvides interface for row--level securitylevel security



New Integrated Security ModelNew Integrated Security Model
A Quick Peek At Row Level SecurityA Quick Peek At Row Level Security

Web Service User with Permissions to bothWeb Service User with Permissions to both
High (Red) and Low (Green) FeaturesHigh (Red) and Low (Green) Features



New Integrated Security ModelNew Integrated Security Model
Geospatial Security ParadoxGeospatial Security Paradox

As ExpectedAs Expected, a web service user with Low access only shows Green (Low), a web service user with Low access only shows Green (Low)
ParadoxParadox -- Lack of information in some areas can actually be informationLack of information in some areas can actually be information

Gaps in road features above can be intuitively Gaps in road features above can be intuitively ““filled infilled in””
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ESRI Security ComplianceESRI Security Compliance
Compliance and CertificationsCompliance and Certifications

•• FDCC (Federal Desktop Core Configuration)FDCC (Federal Desktop Core Configuration)
–– ESRI fully supports and tests product compatibility since 9.2ESRI fully supports and tests product compatibility since 9.2

•• FISMA certification and accreditationFISMA certification and accreditation
–– ESRI hosts low risk category environmentsESRI hosts low risk category environments

•• ESRIESRI’’s Security Patternss Security Patterns
–– Based on NIST/FISMA guidanceBased on NIST/FISMA guidance
–– Not provided as full certification compliance representationsNot provided as full certification compliance representations

•• High risk security environmentsHigh risk security environments
–– Many successful ESRI software product deploymentsMany successful ESRI software product deployments

•• Classified environment products and systemsClassified environment products and systems
–– ESRI does not certify, function is performed by the system ownerESRI does not certify, function is performed by the system owner

•• Additional compliance / certificationsAdditional compliance / certifications
–– ESRI continues to evaluate customer needsESRI continues to evaluate customer needs



ESRI Security ComplianceESRI Security Compliance
Regulations and StandardsRegulations and Standards

•• ESRI Security PatternsESRI Security Patterns
–– Based on NIST guidanceBased on NIST guidance
–– Contain backbone of most security Contain backbone of most security 

regulations and standardsregulations and standards

•• Managing each regulation/standard Managing each regulation/standard 
individually is ineffectiveindividually is ineffective

•• Unified approach to information Unified approach to information 
security compliancesecurity compliance

–– NIST Standards operate as baselineNIST Standards operate as baseline
–– Layer in applicable laws, regulations Layer in applicable laws, regulations 

for industry compliancefor industry compliance



ESRI Security ComplianceESRI Security Compliance
SummarySummary

•• ESRI provides security due diligence with our products and ESRI provides security due diligence with our products and 
solutions, but is not a security software companysolutions, but is not a security software company

•• ESRI recognizes every security solution is uniqueESRI recognizes every security solution is unique

•• Ultimately, certifications and accreditations are based on a Ultimately, certifications and accreditations are based on a 
customers mission area and circumstancecustomers mission area and circumstance



Summary and Next StepsSummary and Next Steps



SummarySummary

•• Security is NOT about implementing just a technologySecurity is NOT about implementing just a technology
–– Understand your organizations GIS risk levelUnderstand your organizations GIS risk level
–– Utilize DefenseUtilize Defense--InIn--DepthDepth

•• Secure Best Practice Guidance is AvailableSecure Best Practice Guidance is Available
–– Check out the Enterprise GIS Resource Center!Check out the Enterprise GIS Resource Center!
–– Drill into details by mechanism or application typeDrill into details by mechanism or application type

•• Cloud Computing for GIS Has ArrivedCloud Computing for GIS Has Arrived
–– Security is evolving quicklySecurity is evolving quickly
–– Security in the cloud is a shared responsibilitySecurity in the cloud is a shared responsibility



Next Steps Supporting Secure SolutionsNext Steps Supporting Secure Solutions

•• Your Feedback and Insight Today is EssentialYour Feedback and Insight Today is Essential

–– Current Security IssuesCurrent Security Issues

–– Upcoming Security RequirementsUpcoming Security Requirements

–– Feedback on New Integrated Security ModelFeedback on New Integrated Security Model

–– Suggestions for the Enterprise Resource CenterSuggestions for the Enterprise Resource Center

–– Areas of concern Not addressed TodayAreas of concern Not addressed Today

Contact Us At:Contact Us At:
Enterprise Security Enterprise Security esinfo@esri.comesinfo@esri.com
Michael Young Michael Young myoung@esri.commyoung@esri.com
CJ Moses CJ Moses cmoses@amazon.comcmoses@amazon.com



Session Evaluation ReminderSession Evaluation Reminder

Session Attendees:Session Attendees:
Please turn in your session evaluations.Please turn in your session evaluations.

. . . Thank you. . . Thank you


