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ArcGIS Enterprise Support for Cloud Providers

) (‘0) rackspace.

Google Cloud Platform

Saa! me ...
ﬁ BM Cloud | Ml Microsoft Azure

amazon

webservices”




ArcGIS Enterprise in the Cloud - Special Tooling

mmg Microsoft Azure amazon
web services™




Azure laaS Concepts

- Resource Groups

- Load Balancers
- Layer 7 vs Layer 4

- Traffic Rules
- NAT (Network Address Translation) Rules
- Load Balancer Rules
- Health Probes

- Virtual Networks
- Subnets, CIDR, Network Interfaces (NICs)

- Network Security Groups

- Windows Firewall Configuration
- Web Server SSL Certificates

- Availability Sets/ VM Scale Sets
- Azure Key Vault

- Azure Active Directory



What

- Ready to use Virtual Machine Images
- Public Azure (34 + 6 Regions)
-U.S. Government Cloud (6 + 2 Regions)

- Easy to deploy and manage

- Deployment Tools

- Cloud Builder
- Automation*
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Azure Marketplace

Why Azure  Solutions  Products Documentation  Pricing  Partners  Blog  Resources  Support

Azure Marketplace 3 rowsse Learn
Products > ArcGIS Enterprise

ArcGlS Enterprise

Esri
Owverview Plans + Pricing

Mapping and Web GIS for Your Enterprise.

ArcGIS Enterprize, the world's most versatile GIS server, puts you in complete control of your
organization’s critical geospatial assets and data. This virtual machine (WM} indudes Windows-
Categaories only, Arci5IS 10.5 software;
Cormpute
ArcGIS for Server — for creating, managing and deploying GIS services
fr—

Legal Portal for ArcGlS — allows you to share maps, applications, and other geographic e { e A @ @ e e teens

License Agreerment . . . . R k : @ -
Privacy Palicy information with other people in your organization, el ; o
ArcGIS Data Store - an optional component of ArcGIS designed to optimize publishing /

WYersion
1.0.2

workflows to Portal for ArcGIs,
GeoEvent Extension for Server - an optional component of ArcGIS to expand the
capahilities of ArcGIS by incorporating real-time data into your GIS applications,

Esri provides the ArcGIS Enterprise Cloud Builder application to simplify configuration of your
ArcGIS Enterprise site an Microsoft Azure. Cloud Builder is a Windows-only, desktop application.
You can download it here. This VM requires you to bring your own license (BYOL) for ArcGIS
Enterprise.
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Why Azure Solutions Products Documentation Pricing Pariners Blog Resources Support

Marketplace > Virtual Machines > ArcGIS Enterprise

esri ArcGIS Enterprise

by Esri

rver, puts you in complete control of your organization’s critical geospa ssets and data. This virtual machine (VM) include

A _ 0O X

Marketplace Everything

ng, |'r'|.-3r|.aging and aep

you to share maps, applications, and other Y Filter
Store - an optional cc ]
Everything
on for Server - ar nal comp 1t of to i = tE'Ii'F'E-E{
Compute
MNAME PUELISHER CATEGORY
Metworking

H ArcGlS Enterprise 10.5.1 Esni Compute

Azure Portal

n Arc31s Enterprise 10.5 Esni Compute

Web + Maobile

. ﬂ ArcGls for Server Esri Compute
Databases

H ArcG15 10.4.1 for Server Esri Compute

Intelligence + analytics



esri ArcGIS Enterprise 10.5 A _ 0O X

Esri

Your Own License enabled.

ArcGIS Enterprise

BYOL Image




Cloud Builder

Overview



Q ArcGIS Enterprise Cloud Builder 10.5 for Microsoft Azure

Terms of Use Help About Signout
Get Started!

ArcGIS Enterprise Cloud Builder helps you deploy ArcGIS Enterprise on
Microsoft Azure. Click the sign in button to geé.d' rt =l
¥ | ArcGIS Enterprise Cloud Builder 10.5 for Microsoft Azure

Terms of Use Help About Signout

.S, Government Cloud Se rve r RO' e

-

Select the role for your site based on its purpose

Desktop

A base ArcGIS Enterprise deployment consists of a combination of three primary components - Portal for ArcGIS,
ArcGIS Server and ArcGIS Data Store - that together make up a Web GIS. This provides foundational mapping and

analysis capabilities along with secure sharing, app infrastructure, and information management functionality. . -
cotvoi s pplication

Used for enabling real-time event-based data streams to be integrated as data sources in your GIS. Event data can

be filtered, processed, and sent to multiple destinations, allowing you to connect with virtually any type of =

streaming data, all in real-time. A Geokbvent Server is federated with Portal for ArcGIS. For WI n d OWS
GeoAnalytics Server

Used for performing distributed analytics on tabular and feature data. These distributed computing tools can
analyze patterns and aggregate data in the context of both space and time. A GecAnalytics Server must be

federated with Portal for ArcGIS.

Image Server
Used for publishing image services for on-the-fly visualization and performing distributed analytics on raster data.
An Image Server is federated with Portal for ArcGIS.

GIS Server

General Purpose deployment used for serving GIS resources such as map services, feature services, and
geoprocessing services to your users.




Q ArcGIS Enterprise Cloud Builder 10.5 for Microsoft Azure

Terms of Use Help About Signout

Register Database

Specify the database to register

® Microsoft Azure SQL Data = ' S
Q ArcGIS Enterprise Cloud Builder 10.5 for Microsoft Azure
Microsoft QL Server

Terms of Use  Help About Signout
+ Az a Managed Database

+ | Enable As Geodatabase MaChlne optlons

Specify Virtual Machine Credentials and Machine Options such as TimeZone and 05 Updates

Wizard Driven

User name: machineadmin

Ex per lence

Re-Enter password: [TTTTT TS

Deployment Workflows
Size: D4 v2 (8 Cores 28 GE Memony) - Database Op'“ons

Tirme zone: (UTC-08:00) Pacific Time (US & Canada)

Marne: arcgisvm

+' Enable Automatic Operating System Updates

Enable Remote Desktop Access using Port | 3382

VIRTUAL NETWORK OPTIONS

Wirtual Network: | myVMNET - eastus

Subnet: Subnet-1 - 10.0.0.0/24




Select Blob Container x

Account:  arcgisserverimagesdey - eastus

Hosted_Aspect_of CharlottelAS
Hosted_Aspect_of CharlottelASnikTesting

Hosted_CharlottelAS_Slope_jietest]

Hosted_CharlottelAS_Slope_take11 Create Key Vault

Hosted_CharlotteLAS_Slope_test10 Name: mykeyvault
Hosted_CharlotteLAS_Slope_test2

Region: West US
Resource Group:  agsazureportal

Type: Premium

Create Storage Account

Marne: mystorageacounttest [ ]

Check fvailability

Region: West US -

Resource Group:  agsazu reportal

Premiurm Locally Redundant

Cloud Native
Features

Azure Storage

Azure Key Vault

Azure Blob Storage
Azure Data Lake Store *

* Planned



Site Deployments

Specialized Servers



ArcGIS Enterprise : Conceptual Overview

e Following are Conceptual Overviews

e Base Deployment

e The following deployments all require a base deployment
GeoAnalytics Deployment

GeoEvent Deployment

Image Server Deployment

GIS Server Deployment

O O O O



ArcGIS Enterprise Base Deployment

Portal for ArcGIS For collaboration and sharing of your GIS content.
ArcGIS Server Let’s you view your content, performing spatial analysis, and
(Hosting Server) save your results.

ArcGIS Data Store Stores your live content, 3D tiles, and spatiotemporal data.



GeoAnalytics Deployment

ArcGIS Server
(GeoAnalytics)

Base Deployment

Clients discover the GeoAnalytics
Server from Portal.

Results from the GeoAnalytics
Server are served by the hosting
server.

Output from GeoAnalytics analysis
Is stored in the SpatioTemporal
Data Store.



GeoEvent Deployment

Clients authenticate through
Portal.

Output from GeoEvent analysis is
stored in the SpatioTemporal Data
Store.

ArcGIS Server : Serves historical record of geo-
(GeoEvent) O event data as feature services.

se Deployment



Serves and
analyzes raster
data in a multi-
threaded way.

Image Server Deployment

ArcGIS Server
(ImageServer)

Image Server
Deployment

Portal for ArcGIS

ArcGIS Server
(Hosting Server)

ArcGIS Data Store

Base Deployment

Clients discover the Image Server
and raster analytics capabilities
from Portal.



GIS Server Deployment

Portal for ArcGIS

Map services,
geocode
services,
geoprocessing
services, network

services. GIS Server
Deployment

ArcGIS Server
(Hosting Server)

ArcGIS Server
(GIS Server)

ArcGIS Data Store

Base Deployment

Clients discover services and
authenticate.



ArcGIS Enterprise Sites

Portal for ArcGIS

Em

[o-- =]
) |
Hosting Server

: Sit
Server Sites 'e

Data Stores

ArcGIS

Relational

Data <tAnre

B

ArcGIS
Tile Cache

Data Store

ArcGIS

Spatiotemporal

Big Data Store

mf-)

Big Data

File Share

o0 = (o0 = [o-- = [o-r = | [o-- = |
B B OB =B =
oxre =N () o, -

Generic

ArcGIS ArcGIS ArcGIS ArcGIS .
Server Site

GIS Image GeoEvent GeoAnalytics
Server Site Server Site Server Site Server Site

Generic Data

Store

VAN Y



Site Deployment Options — Number of Machines

Machine Multiple
Machines



Site Deployment Options - Tiers

Reverse (Web) Proxy

Portal for ArcGIS

Hosting Server

Single Tier
(All in One)

ArcGIS Data Store

]
v
v
v

Multiple Tiers




Multi Tier Site Topology

= " E R Em i Em s mm R mm f Em e Em f Em f mm R EE R EE f mm R Em R EE F mm R EE R EE f mm  Em R Em f mm MM R Em f mm  mm R Em f M mm R Em of omm o omm
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6080/6443

ArcGIS Data Store
(Relational)

Hosting Server

[ ] [ ] ArcGIS Data Store
B B (SpatioTemporal)
H

Portal for ArcGIS




Multi Tier Site Topology (Cloud Storage)

o= " TR R Em N mm o mm R EE R MmN Em R EE § R F MmN M B R N Em R M R MR F EE N M E EE N Em S Em R Em 5 Em o oEm

Hosting Server

80/443

Portal for ArcGIS

ArcGIS Data Store
(Relational)

ArcGIS Data Store
(SpatioTemporal)

~
.

Azure

Storage






Getting Started

- Get Azure subscription

- https://azure.com

- Get ArcGIS for Server software license — download from My Esri
- https://accounts.esri.com

- Get ArcGIS Server Cloud Builder — download from My Esri

Enterprise






Under the hood

How Cloud Builder works



Two Responsibilities

|

- Provision Infrastructure Resources =
- Azure Resource Manager (ARM) API -

- Imperative/Declarative .
-

4

- Trigger In-VM Configuration of ArcGIS Components
- Automation using PowerShell Desired State Configuration (DSC)
- Azure Custom Script Extension

TYPE

Fublic IP address
Storage account
Disk

Yirtual machine
Metweark interface
Load balancer

Wirtual netirork

LOCATION

e st 5

fe st 5

e st 5

fe st 5

e st 5

fe st 5

e st 5



[ﬁ] Resource group

|,‘D Search (Cirl+f)

[ Owerview
=] Activity log
;ﬁ Access control (lakd)

4 Tags

SETTINGS

i Quickstart

o Resource costs
o Deployments
‘= Properties

& Llocks

B utomation script

MOMITORING
il Metrics
W Zdert rules
. Diagriostics logs
? Application insights
& Log analytics (OMS)

,. Log search

SUPPORT + TROUBLESHOOT MG

a Men support request

ok 2dd  S2 Columns [ Delete

Essentials -~

U Refresh

=3 Move

rovision Azure Infrastructure Resources

agsenterprisemultimachine

Subscription name (changs)

Subscription

ArcGIS for Server on Azure Dey b849a590-.
Deployments Lacatian
Mo deployments East US
Filter by name...
40 iterns
NAME TYPE LOCATION
&= agsenterprisernm Wirtual network East US
- agsenterprisernultirnaching Public IP address East US
@ tmavailabilitySet DataStore Buailability set East US
trnfvailabilitySet-FileShare Auailability set East US
trnAvailabilitySet-Portal Aailability set East U3
trnAvailabilitySet-Senver Aailability set East Us
@ tmAvallabilitySet-WebProxy Availability set East LIS
! trnDatastore-Pri Wirtual machine East U=
l trnDatastore-Pri-nic Metweark interface East U=
= trmDataStore-Pri-050isk Disk East US
! trmDataStore-Shy Wirtual machine East US
l trnDataStore-Shy-nic MNetwark interface East US
= trnDataStore-Shy-COSDisk Disk East US
! trnFileShare Wirtual machine East US
l trnFileShare-nic Metwark interface East U3
= trnFileshare-050isk Cisk East Us

Virtual Machines
 Network Interfaces
* Disks

Availability Sets

Load Balancers

Virtual Networks



Storage account

|,D Search [Cirl+/)

ELOE SERWICE
B Containers
& coRs
= Custom domain
£ Encryption

. hetrics

il Usage

Artifacts

Container

3 Upload D Refresh [ Delete container  := Properties

Location: esri-uksp-3971 d490-435e-48d ¢ - 9af6- b 142 792 6o 0c

esri-wksp-a971d490-435e-43dc-9af6-9b1427926c0c

y

‘ ) Search blobs by prefic (ease-sensitive)

MNARME

. agsazUresenver-esri-com.pfx
. Configure-Deployment,ps]

. Deployrnent.json

B osczip

. Log-gissenver-020755--Local txt

. Server_Ent_Adv.ecp

SSL Certificate
» Certificate.pfx

Bootstrap Script
« Configure-
Deployment.psl

Deployment Description
 Deployment.json

Automation Code
« DSC.zip

Output Log File
« Log.txt



Trigger Custom Script Execution on File Share Machine

trmFileShare - Extensions

Wirtual machine

;) Search (Cirf+4) + Add
[Search to fitter items... « Distributed Configuration
B Overview
MAME TYPE YERSIOM
=] Activity log o WII’]RM
Custom ScriptExtension Microsoft. Cormpute. Custorm ScriptExtension 1*
Access control (AR ° PowerShe” DSC
Tags
) L w i | ocal Disk (C:)
2% Diagnose and solve problems
ArcGls
FileShare
SETTIMGS
|_|:|| 14
W Availability set Packages
= Disks Plugins
Microsoft.Compute. CustomScriptBxtension
[z, Estensions 18
bin
"commandToExecute”: “powershell -ExecutionPolicy Downloads
Unrestricted -file Configure-Deployment.psl -OperationId Se779bf4 0

-CperationMame ConfigureDeployment -LogOutputFilelUrl
https:/farcgisserverdeploy.blob.core.windows .

netfesri-wksp-Be770bfA -0876-4801-acc5-73ab321368c9 / log-tmFileShare-885455--1local
AHE s w=2016-85-3 14 &N sr=bY" &

WM lg=wy JIF0MYMQRIF unWEZBok2BUqQriPtREGZ L1 7 IwI ]l yoMCs WiT4%30N " &
Wee=2017-63-88TE3X3A04X3A3BZV"A N\ "sp=rw  -DebugMode™

. Il Arcve 11 A~ \AraIC\DDNANRLAVY



Download Log File at end of Script Execution

esri-wksp-a971d490-435e-43dc-9af6-9b1427926c0c

Container

* Upload C_J Refresh [ Delete container  := Properties J
Location:
This PC C ] b AppData ¢ Local » Temp

Search blobs by prefix {rase-sensitive)

Mame

NAME
. agsazUresenver-esri-com.pfx

. Configure-Deployment,ps]

B Deployment.json --Local.log

35--Rermote.log

B osczip

. Log-gissenver-020755--Local txt

T Sere B A * %TEMP% folder on
— Cloud Builder machine

nfiguration on GE For full < iguration

ation "Invoke CimMethod® with following parameters, " "methodName-

ConfigurationManar

3-500

LOM:
LOM:

& user with




FAIL WHALE!

Troubleshooting failed deployments

- Examine log files for errors
- Local Log, Remote Log

- Provide strong password for Windows Credentials

- Try the defaults & r {—:

- Start with small deployments VVVVVVVVVGV\—H_IVVVVVVVV
- Submit a support incident

- Log Files

- Deployment Summary



What's New

10.5.1



New Features

- Windows Server 2016

- Azure Blob Storage
- Portal Content

- GeoAnalytics Big Data File Share Azure
Storage
- Azure Native Features _ ? |

- Azure Key Vault

- Managed Disks
- Virtual Machine Size Picker

Azure Key Vault

- Manage machines in a Site
- Add/Remove machines from a site
- Start/Stop/Delete
- Manage Virtual Machine Size

Azure Managed
Disks



Managed Disks

Machine Sizes



Virtual Machine

Anatomy of a Machine

Physical Machine OS Disk Data Disk



Unmanaged Disks

Physical View

.

Avallability Set

Compute Compute
\ FD1

FDO /

~

Logical View

J

\ Storage FDO /

MyResourceGroup

-

DiskUrl:

Avallability Set

Compute Compute
FDO FD1
VM

DiskUrl:

~

\ http://mydisks0../disk0.vhd http://mydiskl.../diskl.vhdj

Account Name:

mydisksO

Account Name:

mydisksl




Physical View

Managed Disks

Avallability Set

Compute Compute
FDO FD1

~

Logical View

J

4

Storage
FDO

\_

~

J

(

id

Storage

\ FD1

N

J

MyResourceGroup

\ myDiskO

-

osDisk.name:

Avallability Set

VM

FDO

Compute
FD1

osDisk.name:

myDisk1

~

myDiskO

il

id

myDisk1




VM sizes added in last 6 months

Nov 16 Nov 16 Nov 16 SEPT 16 SEPT 16
W W wvw w"' SAP [ANA
Optimized for small Optimized for GPU Optimized for GPU  Optimized for CPU Optimized for large
production and dev/test compute workloads  visualization intensive workloads SAP HANA workloads
workloads workloads
< >
LOWEST PRICE LARGEST SCALE-UP

Doubling the compute offerings in 2016



Next 6 months

- LIIEL

e Adnd A ek ¢

Burstable size for Improved value Improved value high Optimized Optimized for big Optimized for largest
light and variable standard memory memory size for No-SQL, data Hadoop enterprise
workloads size Databases workloads applications
LOWEST PRICE LARGEST SCALE-UP

Continuing the growth in 2017



VM Size Availability by Region

PRODUCTS

COMPUTE

Wirtual kachines

AD- AT

A2

AR-A11 (Compute
Intensive)

D-series

[r2-series

DE-series

DEw-series

F-series

Fs-series

G-series

G5-series

H-series

MC-Series

GLoBAL

Europe

Asia Pacific

United States

Azure Government

Canada

Brazil

EAST U5

EAST U532 CEMTRAL LIS

MZRTH S2UTH WEST
CEMTRAL US CEMTRAL Us CEMTRAL LIS

WEST LIS

WEST U5 2

LE G
WIRGIMIA

[Ei-gciethy Uz DoD
LadLT EAET

s Db
CEMTRAL

CANADA CANADA

EAET

CEMTRAL




Managed Disks and Virtual Machine Size

MACHIME OPTIONS

4 Cores 14 GB Memory 128 GB O5 Disk [55D)

Tirne zone: (UTC-08:00) Pacific Time (U5 & Canada)
Marne: My gissenver
Enable Autocmatic Operating System Updates

Enable Remote Desktop Access using Port 22

Configure Virtual Machine b4
05 Disk Type:
Machine Type: 5t _D. ores 14 GB Memaory (Supports

Size of 05 Disk:

" Add a data disk?

Data Disk Type: HOD @ sS5D

Size of Data Disk: | 1024

Configure Virtual Machine

05 Disk Type:

Machine Type:

Size of OS Disk:

Data Disk Type:

Size of Data Disk:

[ Standard_D53 'u.-_} 4 Cores 14 GB Memc-r}r I[E'.uppartr S50y -

:
(Standard_D34 & Cores 28 GB Memaory (Supports 5500
(Standard_D3%5_v2) - 16 Cores 56 GE Memory (Supports 550
(Standard_D311_v2) - 2 Cores 14 GE Memory (Supports 550)
(Standard_D512_v2) - 4 Cores 28 GE Memory (Supports 550
(Standard_D513_vd) - 8 Cores 56 GE Memory (Supports 550
(Standard_D314_v2) - 16 Cores 112 GE Memory (Supports 550
(Standard_D315_v2) - 20 Cores 140 GB Memory (Supports 550
(Standard_F2s) - 2 Cores 4 GE Memory (Supports 550
(Standard_Fds) - 4 Cores & GE Memory (Supports 550

(Standard_F8s) - 8 Cores 16 GB Memory (Suppeorts 55D)

(Standard_F1&s) - 16 Cores 32 GE Memaory (Supports 55D)
(Standard_F2) - 2 Cores 4 GBE Memory (Supports 550)
(Standard_F4) - 4 Cares 8 GE Memory (Supports 550)
(Standard_FE) - & Cores 16 GB Memory (Supports 350)

- -

(Standard_F1€) - 16 Cores 32 GE Memanry (Supports 55D0)




Key Vault

Secure Store for SSL Certificates



Key Vault Integration

- Safeguard Certificates in Azure Key Vault

DEPLOYMENT ARTIFACTS

Storage Account agsenterprisespark - eastus

" Use Key Vault? arcgisforserverdevkeyvlt - eastus

Save 551 Certificates in Azure Key Vault?

- SSL Certificate '

551 CERTIFICATE

Azure Key Vault

Self Signed Certificate (Automatically generated)
@ Certificate issued by a Certificate Authority

Comain Mame (Alias): agsazureportal.esri.com

Certificate: '::_::' From File @ From Key Vault

Key Vault arcgisforserverdevkeyvit - eastus

Secret agsazureportal-esri-com




SSL Certificates in Key Vault as Secrets

https://blogs.technet.microsoft.com/kv/2016/09/26/manage-certificates-via-azure-key-vault
- Create Key Vault

Create Key Vault x
Marme: mykeyvault ,

Region:

Resource Group:  agsazureportal Azure K ey Vault

Type: Premiurm

(f B secure
| GlobalSign
- SSL Certificate ;
Upload Certificate to Key Vault % -
Diqgi Cert Slobalolg
Marme: keyvaultsecrethame gl cert i

File: ChSoftwarshlatest\Licences\agsazureportal_esri_com.pfx -



https://www.digicert.com/azure-key-vault/
https://www.globalsign.com/en/lp/certificates-for-azure-key-vault/

Demo

10.5.1 New Features



Sheak Peek

10.6



New Features _

Q ArcGIS Cloud Deploy 10.6 for Microsoft Azure

- Automation
- Azure SQL Database for PostgreSQL

- Bringing Workstation GIS to Azure
- GPU Backed Virtual Machines

Database Options

Specify the managed database to be registered

® Azure SOL Database Azure 50L Database (PostgreSCL)

L! ArcGIS Cloud Deploy 10.6 for Microsoft Azure - X

Terms of Use Help About Settings Signout

Select Workstation Role

Select the ArcGIS components on your workstation based on its purpose

+ ArcGIS Pro

ArcGIS Pro is a truly 64-bit software with a new graphics engine that provides a smooth map display and the latest
in 30 visualization.

+ ArcMap, ArcCatalog ...

Use ArcGl5 Desktop to build maps with up-to-date data, combined with deep analysis, and share them where
they'll have the most impact.
ArcGIS License Manager

ArcGl5 License Manager, once installed on the network, keeps track of the number of copies of the software that
can be run concurrently or, in the case of named users for ArcGIS Pro, the number of simultaneous sessions.

Disclaimer

Terms of Use

Microsoft 30L Server Mane

Subject to Change!



Cloud Builder Visual PowerShell
Studio

Windows



Demo

10.6 New Features



Feedback and Wish list

- VM Backup (Azure Recovery Services)
- Azure Monitor (OMS) Integration

- Auto Scaling (VM Scale Sets)

- In-place Upgrades

- Network Security Groups

- Linux

- Azure Automation

- Azure AD (Enterprise Logins)
- Pricing Estimate






Survey

e Quick to fill out
« Esri Events App

 We read your comments!
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