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What is SAML?

- Security Assertion Markup Language
- Based on XML
- Web browser single sign-on

- Separating the Identity Store from the Service Provider






Meet the Players: Service Provider U

- Provides web-based consumables to the end-user

- Requires authentication
- ArcGIS Online




Meet the Players: Identity Provider (IdP)

- Provides cross-domain authentication
- Uses HTTP/HTTPS
- Active Directory Federated Services, OpenAM, etc

- Can authenticate via existing user stores (AD, LDAP, etc)



Meet the Players:|dentity Provider (IdP)
Typical SAML Provider Architecture
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Meet the Players: Client U

- Web browser

- ArcGIS for Desktop
- ArcGIS Pro

- Collector for ArcGIS






Relationships are all about Trust!

ldentity Provider Service Provider




Relationships are all about Trust!

AssertionConsumerService URL
SingleLogoutService URL
Public SSL key
OrganizationName
OrganizationDisplayName

Identity Provider Organ e Service Provider




Relationships are all about Trust!

SSO Service URL
Logout Service URL
Digital Signature
Public SSL Key

ID to identify the provider
Claims attributes offered

ldentity Provider

Service Provider
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What happens during SAML authentication?

- Requests sent via HTTP/HTTPS in XML format
- Client acts as the middleman between the SP and IdP
- Service Provider Initiated Log on

- Identity Provider Initiated Log on
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What happens during SAML authentication?

Service Provider Initiated Log In

Service Provider Client

. Identity Provider
ArcGIS Online

' User accesses resource
Authentication Request l

Web Browser / Application

Authentication request forv

SAML token & attributes forwarded to SP
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What happens during SAML authentication?

Authentication Request

Service Provider Client

ArcGIS Online Web Browser / Application

Sign in to SAML Jackson esri

USING YOUR ENTERPRISE ACCOUNT
| User accesses resources

OR
USING YOUR ARCGIS ACCOUNT
Authentication request I

<samlp:futhnRequest xmlns:samlp="urn:casis:names:tc:SAML: 2.0 protocol™
¥mlns:saml="urn:casis:names:tc:SaML:2.0iassercion”
ID=" MXHGFlwzfYcalbhY"
Version="2.0"
Issuelnstant="2016-06-10T21:51:002Z"
FrotocolBinding="urn:casis:names:tc:SAML: 2. 0:bindings :HTTPF-BPOST"™
sertionConsumerServiceURL="https://samljackson.maps.arcgis.com/sharing/rest/oauth2/saml/signin"

<zaml:Izsuserr»=2amlijackson.maps. arcgis. com</saml : Issusr>
<samlp:NamelIDPolicy Format="urn:casis:names:tc:S54ML:1.]1 inameid-format:unspecified”
AllowCreate="trus"
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«/samlp:huthnRequest>
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What happens during SAML authentication?

Authentication Request

1. IdP checks if user is currently authenticated Identity Provider \
Web Browser / Application ‘
2. If user is not currently authenticated, user is —

challenged for credentials

3. IdP attempts to authenticate user Authenticatior

4. A SAML assertion is generated and sent to the

AssertionConsumerService URL




What happens during SAML authentication?

Authentication Response

<SAMLEP:RESPONSE ID="_ES287FEE-CB73-4381-B4E6-CICFTEEDOERAE™
VERSICH="2.0"
ISSUEINSTANT="2017-06-26T20:459:38.1122"
DESTINATICN="HITES://SAMLJACKSON . MAPS . ARC . SHARING/REST/OAUTHZ /SAML./STGNIN"™
CONSENT="URN:0ASIS5:NAMES:TC:5AML: 2. 0:CONSENT : UNSPECIFIED"
INRESPONSETC="_5DYAQJEKBKJPQPRI"
HMLNS : SEMLP="URN:QASIS:NAMES :TC:SAML:2.0: PROTCCOL"

<ISSUER XMLNS="URN:CASIS:NAMES:TC:SAML:2.0:ASSERTION">HITP://RED-INF-ADF5-D3.ESRI.COM/ADFS/SERVICES/TRUST</ISSUER>
<SAMLF:5TATUS>

<SAMLP: STATUSCODE VALUE="URN:CASIS:NAMES:TC:SAML:2.0:S5TATUS: SUCCESS" />
</SAMLP: STATUS>

<SUBJECT>

<NAMEID>CEMET624</NAMEID>
<SUBJECTCONFIRMATION METHOD=N"URN:OASIS:NAMES:TC:SAML:2.0:CM:EEARER"S
<SUBJECTCONFIRMATICNDATA INRESPONSETC="_ SDYAQJEKEKJPQPRIM
NOTONORAFTER="2017-06-26T20: 54:
RECIFIENT="HITPS:
TS
</SUBJECTCONFIRMATION>
</SUBJECT>
<CONDITIONS NOTBEFORE="2017-06-26T20:49:38,0972"
NOTONCRAFTER="2017-06-26T21:49:38,0972"
>
<RUDIENCERESTRICTION>
<AUDIENCE>SEMLJRCKSON. MAPS . ARCGIS. COM</AUDIENCE>
</AUDIENCERESTRICTION>
</CONDITIONS>
<ATTRIBUTESTATEMENT
<ATTRIBUTE NAME="HTTP://SCHEMAS.XMLSOAP.ORG/WS/2005/05/IDENTITY/CLATMS/GIVENNAME ">
<ATTRIBUTEVALUE>CAMERCN KROEKER</ATTRIBUTEVALUE>
</ATTRIEUTE>
<ATTRIBUTE NAME="HTTP://SCHEMAS.XMLSOAP.ORG/WS/2005/05/IDENTITY/CLAIMS/EMATIADDRESS >
<ATTRIBUTEVALUE>CKROEKERGESRI . COM</ATTRISUTEVALUE>
</ATTRIBUTE>
</ATTRIEUTESTATEMENT>
<AUTHNSTATEMENT AUTHNINSTANT="2017-06-26T18:58:25,7542"
SESSIONINDEX="_S648CIBE-3TE9-4C88-83CD-TFE001DEF081"
> -
<AUTHNCONTEXT>
<AUTHNCONTEXTCLASSREF>URN: FEDERATION: AUTHENTICATION : WINDOWS</AUTHNCONTEXTCLASSREF>
</AUTHNCONTEXT>
</AUTHNSTATEMENT >
</BSSERTIONY
< /SAMLD: RESPONSE>

Client

Web Browser / Application

Authentication request forwarded to IdP

SAML token returned to client



What happens during SAML authentication?

Service Provider accepts SAML assertion

Service Provider Client

ArcGIS Online Web Browser / Application

EDIT MY PROFILE
SAML token and attributes forwarded to SP

Cameron's Profile

First Name Who can see your profile?
Cameron Organization

User is logged into SP

Last Name Language
Kroeker English-English

Region
hesri.com United States
Username Units
came?7624_samljackson Us Standard

Bio L‘gyel
Write something about yourself. You might include things like: [: ]

b

Role
Administrator
Organization
ow
Organization URL
Link Your ArcGIS Accounts http 'samljackson.maps.arcgis.com
Manage Linked Accounts ced Products

GIS Pro




What happens during SAML authentication?

|dentity Provider Initiated Log In

Service Provider Client

ArcGIS Online Web Browser / Application

ADFES 3 AVWORLD

User accesses login page on IdP '

Redirected to SP with token and attributes

You are signed in.

= Sign in to one of the following sites:

SAML token & attributes forwarded to SP
samljackson.maps.arcgis.com —
User is logged into SP I

0 Sign out from this site. -

m Sign out from all the sites that yvou hawve accessed.
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FAQs

- After enabling SAML accounts, can built-in accounts be removed?

- Yes, but it is recommended to keep at least one built-in account as an administrator

- | would like to replace my built-in account with a SAML account, what happens to the

content?

- Once the SAML account has been created, and signed in successfully the content can be
transferred using the ArcGIS Online Assistant:  https://ago-assistant.esri.com/

- Which attributes does ArcGIS Online support?
- NamelD (Mandatory), GivenName (Optional), Email or Mail (Optional)

- What are some common SAML 2.0 Identity Providers?
- Active Directory Federation Services, Okta, OpenAM, Shibboleth



Questions?






