


Agenda

> Security Store types(Built-in vs. AD or LDAP
> Modes of authentication(GIS/Web Tier) ]
> Selecting the right Authentication Tier
> SSL Encryption

> Other considerations



ArcGIS for Server identity store types:

»>Bullt-in Store
> Create users and groups within ArcGIS Server
>Windows Active Directory
»>LDAP store
> Leverage the existing security store
»Other common security stores used.:
> SQL server Store o
~»Custom ASP,NETAE/rovide -
»Portal for ArcGIS Fec
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GIS Tier authentication //
Authenticated using Esri's token-based authentication mechanism
The web adaptor can be used or can be omitted. [
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Web Tier authentication &

> ArcGIS Server delegates authentication to the web ser\
as Microsoft IS, Apache, etc.

> Requires the use of the Web Adaptor.
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Determining the best authentication tier

GIS Tier authentication
> Both public and internal access required .
> Services primarily consumed by clients built using ArcGIS Web

» Token based support for printing secure services \ ek




Determining the best authentication tier (cont.)
Web Tier authentication

> Internal user access only.

» SSO(Single Sign On) requirement
» No support for Print Services

.

»



ArcGIS Site
A

GIS Server(s)

o Encryption

ArcGIS Online

v

Web Adaptor

Web server(s)

v' HTTPS end to end

v' Valid SSL certificate
v' SSL Cert on Web Ad:
v' Not required on A




Other considerations when setting up secured services

> Disable the PSA (Primary Site Administrator) ] F/ / QI'?"
> Limit access to the ArcGIS Server directories | (
> Encrypt the ArcGIS Server directories






" https://supt0000223.esri.com:6443/arcgis/ ] P ~ & O || @ ArcGIS Server Manager

esri.com| ArcGIS Enterprise | Help

O ArcGIS Server Manager

Enter your ArcGIS Server username and
password:

Username:

Password:







Services Site Logs

Configuration Settings 7

User Store: SECUTiLy Configliraton Wizdrd Configuration Settings /
Role Store: User Store: Security Configuration Wizard X

Authentication Tier: E
; Role Store
Authentication Mode: Enterprise Store Type

-~

Primary Site Adminis You have chosen to use users from your exis Authentication Mode: LDAP User Store
be managed by ArcGIS Server.

Usermame:

Host name:

Choose your Enterprise store type: Primary Site Administra
Token Settings
. Username: Port:
Lifespan of Short-lived Tol Windows Domain
Lifespan of Long-lived Tok Base DN:
@ LDAP o
Token Settings
— _ URL:
Lifespan of Short-lived Token
Lifespan of Long-lived Tokens RDN attribute:

Administrator's DN:

Password:

Test Connection ]

| Back | [ Next J l Cancel ]




B¥ C:\Windows\System32\cmd.exe

WHOAMI /FQDN
WHOAMI ~/LOGONID
WHOAMI ~/USER
ttings WHOAMI ~USER /FO0 LIST
r "Confia e WHOAMI ~USER /F0 CSU
Security Configuration Wizard UHOAMI ~GROUPS
WHOAMI ~/GROUPS /F0O CSU /NH
UHOAMI PRIV

- WHOAMI PRIV /FO TABLE
6 Connection to serve

WHOAMI ~/USER /GROUPS
WHOAMI ~USER ~/GROUPS /PRIU
UHOAMI /ALL

WHOAMI ~/ALL /FO0 LIST
UHOAMI ~/ALL ~/F0 CSU /NH
LDAP User Store WHOAMI /7

C:\windows\suystem32>vhoami /fadn

Hostname: BCN=demo ,OU=Users ., OU0=Managed.DC=uc ,.DC=esri1,.DC=com

Port:
Base DN: Dc=esri.bc=com

URL: Idap:// caeiammmii® | D C = esri = com

RDN attribute: sAMaccountname

Host name Your Servers Hosthame

Administrator's DN: CN=demo,0U=Users,0U=Ma Port 389 normally

ik s Base DN The distinguished name (DN) of the node in the directory server under

which user information is maintained.

‘Test Connection: . .
(ou=users,ou=arcgis,dc=mydomain,dc=com)

**|t is recommended that you specify an administrator
account with a password that does not expire. | Ba

URL This is created automatically based on the hostname and Base DN

RDN attribute The relative distinguished name (RDN) attribute for user entries in the LDAP
server. (For the DN "cn=john,ou=users,ou=arcgis,dc=mydomain,dc=com" the
RDN is "cn=john" and the RDN attribute is cn.)

Administrator's The easiest way to get this for AD is to do a whoami /FQDN.
DN (uid=admin,ou=administrators,dc=mydomain,dc=com)







L S () LR @ https://supt0000223. esri.com:6443/arcqis/manager/ L~ & & || @ ArcGIS Server Manager

esri.com| ArcGIS Enterprise | Help

O ArcGIS Server Manager

Enter your ArcGIS Server username and
password:

Username:

Password:







Please Take Our Survey on the Esri Events App!

Download the Esri
Events app and find
your event

Select the session
you attended

Schedule Q

JuLy TUE
July 8-11,2017 1
San Diego, CA

Lk

ArcGlIS Pro: Mapping and
Visualization

2017 Esri
Business Summit

July 9-11,2017
San Diego, CA

Esri
User Conference
VIS Building Your Indoor GIS: CAD and
July 0-14,2017
San Diego, CA BIM Import
ALLEVENTS

Scroll down to
find the survey

¢ i
ArcPad - An Introduction

SDCC -Room 32 A

Add Reminder

Jul 11, 8:30 AM - 9:45 AM

SDCC-Room 32A
SDCC

DESCRIPTION

This session will provide an overview of
ArcPad, Esri's software for mobile GIS and

field mapping, with an emphasis on the new

Complete Answers
and Select “Submit”

ay

¢ ArcPad - An Introdu... m

FEEDBACK

Title and Description Consistent with
Content

The content of the workshop was relevant
to my work






