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What is PKI?

What is a Public Key? = 3’,
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What is a Public Key?
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Anatomy of a Public Key Certificate

CN (COMMON NAME)

Computer name, domain, and weorkgroup settings
Computer name: arean’

Full computer name: gregp3.esrl.com

Domain: EsrLcom
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Anatomy of a Public Key Certificate
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Certificate CN / DNS Mismatch

/ | ~ This is probably not the site you are looking for!

You attempted to reach but instead you actually reached
a server identifying itself as This may be caused by a misconfiguration on the
server or by something more serious. An attacker on your network could be trying to get yvou to visit

a fake (and potentially harmful) version of |

You should not proceed, especially if you have never seen this warning before for this site.

Proceed anyway | | Back to safety

P Help me understand
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Anatomy of a Public Key Certificate
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Anatomy of a Public Key Certificate
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Anatomy of a Public Key Certificate

CN (COMMON NAME)
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Anatomy of a Public Key Certificate
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Anatomy of a Public Key Certificate
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Anatomy of a Public Key Certificate
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Anatomy of a Public Key Certificate
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Anatomy of a Public Key Certificate

-~

/Hﬂ The site's security certificate has expired!
Ul

You attempted to reach

but the server presented an expired ceaificate
No information 15 avadable to mdicate whether that certficate has been compromssed since its

expiration. This means Google Chrome cannot guarantee that you ase communicating with dsl.

1 and not an attacker. You should not proceed

 Proceed anyway | | Back to safety

P Help me understand
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Anatomy of a Public Key Certificate
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Anatomy of a Public Key Certificate
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Quick Review

PKI ~ Certificate = Public Key
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Certificate Authorities

WCENSE
| o M234562 e

CLASS A ,
&= EXP 08/31/2014‘_ . END N -

MENTO, CA 95818
pos 08/31/1977

, ,-"; RSTR NONE 08311977

SEX M HAIR BLK___ EYES BRN

W 04 24 . HGT 508" WGT 1501b

DD 00/00/0000NNNAN/ANFD/YY % 08/31/2009




PKI Fundamentals

Certificate Authorities

Root Certificate
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- Certificate Authority (Root of Trust)

Root Certificate
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- Certificate Authority (Root of Trust)

Certificate
Authority (CA)

P
LN

Windows Clients Eﬂﬁ

Q certmgr - [Certificates - Current User\Trusted Root Certification Authorities\Certifi

File Action View Help
e 2@ & &I RE = HE

5 Certificates - Current User || Issued To

ALoSRE L+/ComSign Advanced Secu...
! Trusted Root Certificati/| ) ComSign CA

Ld

£:ComSign Global Root CA

» (] Enterprise Trust
i g EalComSign Secured CA

| Intermediate Certificati
| Active Directory User O

. [ Untrusted Certificates || =# Cybertrust Global Root

» [Z1 Third-Party Root Certifi £ Deutsche Telekom Root ...
&4 DigiCert Assured ID Root...
EalDigiCert Assured ID Root...
5 DigiCert Assured ID Root...

» 1 Trusted People
_| Other People
> 1 LyncCertStore

- Certificate Enroliment F ) DigiCert Global Root CA

£l Copyright (c) 1997 Micro...
+ 7 Trusted Publishers =l Correo Uruguayo - Root .

Issued By

ComSign Advanced S¢
ComSign CA
ComSign Global Root
ComSign Secured CA
Copyright (c) 1997 Mig
Correo Uruguayo - Ro
Cybertrust Global Roo
Deutsche Telekom Roq
DigiCert Assured ID R¢
DigiCert Assured ID Rq
DigiCert Assured ID Rq
DigiCert Global Root (

Root Certificate

Trust, Encrypt, Communi
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- Certificate Authority (Root of Trust)

Mac OS Clients

Keychain Access

Click to unlock the System Roots keychain.

Keychains

‘ login

‘ Local Items
System
System Roots

Category
All ltems
Passwords
Secure Notes
My Certificates
Keys
Certificates

Cortifieate

Self-signed root certificate

e
@ This certificate is valid

Name ~ Kind

e —————

UCA Global Root
] UCA Root
UTN - DATACorp SGC
| UTN-USERFirst-Client Authentication and Email
| UTN-USERFirst-Hardware
| UTN-USERFirst-Network Applications
EJ UTN-USERFirst-Object
] VAS Latvijas Pasts SSI{RCA)
R VeriSign Class 1 Public Primary Certification Authority - G3
£ VeriSign Class 2 Public Primary Certification Authority - G3 k

[

certificate
certificate
certificate
certificate
certificate
certificate
certificate
certificate
certificate
certificate

Certificate
Authority (CA)
P

A
nffin

VeriSign Class 1 Public Primary Certification Authority - G3

Expires: Wednesday, July 16, 2036 at 7:59:59 PM Eastern Daylight Time

Expires

Dec 30, 2037, 7:00:00 PM
Dec 30, 2029, 7:00:00 PM
Jun 24, 2019, 3:06:30 PM
Jul 8, 2019, 1:36:58 PM
Jul 8, 2019, 2:19:22 PM
Jul 8, 2019, 2:57:43 PM
Jul 8, 2019, 2:40:36 PM
Sep 13, 2024, 5:27:57 AM
Jul 16, 2036, 7:59:59 PM
Jul 16, 2036, 7:59:59 PM

Root Certificate

Trust, Encrypt, Communica
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- Certificate Authority (Root of Trust)

Certificate
Authority (CA)

P
2

Android Clients afffia

O % v 5:27 Qo m e 30% @ 5:27

€ Lock screen & security &  Trusted credentials

SYSTEM Root Certificate

Deutsche Telekom Root CA 2

Credential storage

Storage type
Hardware-backed Dhimyotis

Certigna
Trusted credentials

Display trusted CA certificates Dig\‘Cerl Inc

Dig ed ID Root CA K
User credentials

View and modify stored credentials

DigiCert Inc
DigiCert ed ID Root G2

P
-

Install from device memory/SD card
Install certificates from device memory or SD card

DigiCert Inc

DigiCert A ed ID Root G
Clear credentials

R Il certificates DigiCert Inc
DigiCert Global Root CA

Advanced

DigiCert Inc

< (A O

Trust, Encrypt, Communi
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- Certificate Authority (Root of Trust)

ArcGIS Enterprise

Certificate
Authority (CA)
P Home > machines > BMAJOR3.ESRI.COM > ssicertificates
A
=2 = .
"m" SSL Certificates

« bmajor3 ss
« selfsignedcertificate

Supported Operations:

Root Certificate Supported Interfaces: REST

Portal Administrator Directory

Home > Security > SSLCertificates

SSL Certificates

Web Server SSL Certificate: portal

Web Server SSL Protocols: TLSv1.2,TLSv1.1,TLSv1
Web Server SSL Cipher Suites:

Supported Operations: Update Ge : it Server Certificate

Supported Interfaces: REST

Trust, Encrypt, Communi
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- Anatomy of a Public Key Certificate
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Certificate Revocation
List (CRL/OCSP)

Certificate
Details | Certification Path

Certificate Revocation List =~

Field Value Revocation List

[ii] Authority Key Identifier  KeyID=51 68 ff 90 af 02 0...

il Subject Key Identifier ~ ab 39 56 b9 2f 6b ed b0 ... || Revoked certificates:

{5i| Subject Alternative Name DNS Name==.arcgis.com... Serial number Revocation date

l5i] Enhanced Key Usage Server Authentication (1.... 0b ec 83 f2 7f 9b 7f 51 36 43 2... Monday, June 20, 2016 10:48:4...
I CRL Distribution Points  [1]CRL Distribution Point:... 0a d8 a9 b7 b3 d5 Oe 57 a5 b1 ... Tuesday, June 21, 2016 7:22:06. 8
.L:II Certificate Policies [1]Certificate Policy:Polic... 06 f7 00 86 aB 06 6e 21 52 55 ... Tuesday, June 21, 2016 8:06:51.. |
.EIAUthnrit}r Information A... [1]Authority Info Access: ...

E Key Usage Digital Signature, Key Enc... 1 |él P

Revocation entry

Field Value
Serial number Oa d8 a% b7 b3 d5 0e 57 ab bl...
Revocation date Tuesday, June 21, 2016 7:22....
ribution Point Name:
Full Name:
URL=http://crl4.digicert.com/sha2-ha-server-g5.crl

Edit Properties... Copy to File...

Learn more about certificate details

Learn more about certificate revocation list
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- Building a Trusted Connection

CA Issues
Certificate
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- Establishing Trust for Encrypted Communication

CA Issues
Certificate

S

Trusted & Encrypted
Connection
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Certificate
- Certificate Revocation

Revocation List
(CRL, OCSP)

Certificate CA Updates CRL é
Authority (CA) (Blacklist) - —
A '
A

affha

Clients Check for

_ Blacklisted Certs
/ | . The server's security

certificate is revoked!

“ou attempted to reach d0 ol i 1t the

certificate that the server presented has been revoked by '- -* B D D
: - 115 ik T

curity credentials the
tely should not be trusted. You

may be communicating with an attacker. E
Back to safety |

PHelp me understand

What if a trusted server is compromised?
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Establishing a Certificate

Mint a Certificate for Signing

- CN = *.domain.com (or site.domain.com)
- Optional: SAN = serverl.domain.com, server2.domain.com

Generate a Certificate Signing Request (CSR)
Send CSR for signing

- By a domain or well-known Certificate Authority

Import signed certificate into Web Adaptor or Load Balancer



Key Takeaways

PKI = Certificates

- CN = Common Name = Fully Qualified Domain Name

Deploy Certificates on Web Adaptor or Load Balancer

Use a Public CA for Easiest Deployment

N g ,."/‘—\"« \ N, RN l



Please Take Our Survey on the Esri Events App!

Download the Esri
Events app and find
your event

Select the session
you attended

Schedule Q

JuLy TUE
July 8-11,2017 1
San Diego, CA

Lk

ArcGlIS Pro: Mapping and
Visualization

2017 Esri
Business Summit

July 9-11,2017
San Diego, CA

Esri
User Conference
VIS Building Your Indoor GIS: CAD and
July 0-14,2017
San Diego, CA BIM Import
ALLEVENTS

Scroll down to
find the survey

¢ i
ArcPad - An Introduction

SDCC -Room 32 A

Add Reminder

Jul 11, 8:30 AM - 9:45 AM

SDCC-Room 32A
SDCC

DESCRIPTION

This session will provide an overview of
ArcPad, Esri's software for mobile GIS and

field mapping, with an emphasis on the new

Complete Answers
and Select “Submit”

ay

¢ ArcPad - An Introdu... m

FEEDBACK

Title and Description Consistent with
Content

The content of the workshop was relevant
to my work



Questions?

Security Standards & Archite
securesoftwareservices@esri
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Resources / References

Scan ArcGIS Server for Security Best Practices
http://server.arcgis.com/en/server/latest/administer/windows/scan-arcgis-server-for- securltv-best-practlces nj,

Scan Portal for ArcGIS for Security Best Practices .
http://server.arcgis.com/en/portal/latest/administer/windows/scan-your-portal-for-security-best-practices

Security Best Practices with Web GIS
http://server.arcqis.com/en/server/latest/administer/windows/best-practices-for-configuring-a-se
http://server.arcqis.com/en/portal/latest/administer/windows/security-best-practices.htm

Encrypting Web GIS Communication

http://server.arcqis.com/en/server/latest/administer/windows/secure-arcqis-server-cc

ArcGIS Trust Site

http://trust.arcgis.com



http://server.arcgis.com/en/server/latest/administer/windows/scan-arcgis-server-for-security-best-practices.htm
http://server.arcgis.com/en/portal/latest/administer/windows/scan-your-portal-for-security-best-practices.htm
http://server.arcgis.com/en/server/latest/administer/windows/best-practices-for-configuring-a-secure-environment.htm
http://server.arcgis.com/en/portal/latest/administer/windows/security-best-practices.htm
http://server.arcgis.com/en/server/latest/administer/windows/secure-arcgis-server-communication.htm
http://trust.arcgis.com/




