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What is PKI?
What is a Public Key?

-----BEGIN CERTIFICATE-----

MIIFczCCBFugAwIBAgIQBqtSCOrFVqTyAOz9nSbnyTANBgkqhkiG9w0BAQsFADBw

MQswCQYDVQQGEwJVUzEVMBMGA1UEChMMRGlnaUNlcnQgSW5jMRkwFwYDVQQLExB3

d3cuZGlnaWNlcnQuY29tMS8wLQYDVQQDEyZEaWdpQ2VydCBTSEEyIEhpZ2ggQXNz

dXJhbmNlIFNlcnZlciBDQTAeFw0xNjA1MTcwMDAwMDBaFw0xNzA4MTAxMjAwMDBa

MIGFMQswCQYDVQQGEwJVUzETMBEGA1UECBMKQ2FsaWZvcm5pYTERMA8GA1UEBxMI

UmVkbGFuZHMxNzA1BgNVBAoTLkVudmlyb25tZW50YWwgU3lzdGVtcyBSZXNlYXJj

aCBJbnN0aXR1dGUsIEluYy4xFTATBgNVBAMMDCouc2VjZ2VvLmNvbTCCASIwDQYJ

KoZIhvcNAQEBBQADggEPADCCAQoCggEBAIKo4wPMAUgO+0w20LY2/vOeLSSx2u6/

rBgEFBQcwAoZBaHR0cDovL2NhY2VyXJ0U0hBMkhpZ2hBc3N1cmFuY2VTZXJ2ZXJD

QS5jcnQwDAYDVR0TAQH/BAIwADANBgkqhkiG9w0BAQsFAAOCAQEAL0O3A+2pveqM

6+6rES09Zg7+hblBtaypn+7vlDrVWJ6XLyWFVe4YjIgYsE08eUaJZHxybkSQj6hp

MADo7HRrG4wIlYpX2IvPU4DPMRdTQwDcI0uMPzZNIH59NBX10gEpwkFJTaPRWo6Q

6uJokCKWmwLFBd4mIaRxF6WJM9O8rzUQ+dyD7RcvvYjB5mOmFDNk8zJNq8NbGS4b

PYlZEpqWiT0Rq+QeCVqh+rYOaXjzupu4hTrK0TAE0RgSHjWmP6HvA6cPeHSoA/gw

geQPKujwn//xHIAGKmPEjLLy8iqxaj/rohIJr0l3k3P7zrTgdclegfRpOvjmU3G4

-----END CERTIFICATE-----
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-----BEGIN CERTIFICATE-----

MIIFczCCBFugAwIBAgIQBqtSCOrFVqTyAOz9nSbnyTANBgkqhkiG9w0BAQsFADBw

MQswCQYDVQQGEwJVUzEVMBMGA1UEChMMRGlnaUNlcnQgSW5jMRkwFwYDVQQLExB3

d3cuZGlnaWNlcnQuY29tMS8wLQYDVQQDEyZEaWdpQ2VydCBTSEEyIEhpZ2ggQXNz

dXJhbmNlIFNlcnZlciBDQTAeFw0xNjA1MTcwMDAwMDBaFw0xNzA4MTAxMjAwMDBa

MIGFMQswCQYDVQQGEwJVUzETMBEGA1UECBMKQ2FsaWZvcm5pYTERMA8GA1UEBxMI

UmVkbGFuZHMxNzA1BgNVBAoTLkVudmlyb25tZW50YWwgU3lzdGVtcyBSZXNlYXJj

aCBJbnN0aXR1dGUsIEluYy4xFTATBgNVBAMMDCouc2VjZ2VvLmNvbTCCASIwDQYJ

KoZIhvcNAQEBBQADggEPADCCAQoCggEBAIKo4wPMAUgO+0w20LY2/vOeLSSx2u6/

rBgEFBQcwAoZBaHR0cDovL2NhY2VyXJ0U0hBMkhpZ2hBc3N1cmFuY2VTZXJ2ZXJD

QS5jcnQwDAYDVR0TAQH/BAIwADANBgkqhkiG9w0BAQsFAAOCAQEAL0O3A+2pveqM

6+6rES09Zg7+hblBtaypn+7vlDrVWJ6XLyWFVe4YjIgYsE08eUaJZHxybkSQj6hp

MADo7HRrG4wIlYpX2IvPU4DPMRdTQwDcI0uMPzZNIH59NBX10gEpwkFJTaPRWo6Q

6uJokCKWmwLFBd4mIaRxF6WJM9O8rzUQ+dyD7RcvvYjB5mOmFDNk8zJNq8NbGS4b

PYlZEpqWiT0Rq+QeCVqh+rYOaXjzupu4hTrK0TAE0RgSHjWmP6HvA6cPeHSoA/gw

geQPKujwn//xHIAGKmPEjLLy8iqxaj/rohIJr0l3k3P7zrTgdclegfRpOvjmU3G4

-----END CERTIFICATE-----

Cryptographic Identity
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-----BEGIN CERTIFICATE-----

MIIFczCCBFugAwIBAgIQBqtSCOrFVqTyAOz9nSbnyTANBgkqhkiG9w0BAQsFADBw

MQswCQYDVQQGEwJVUzEVMBMGA1UEChMMRGlnaUNlcnQgSW5jMRkwFwYDVQQLExB3

d3cuZGlnaWNlcnQuY29tMS8wLQYDVQQDEyZEaWdpQ2VydCBTSEEyIEhpZ2ggQXNz

dXJhbmNlIFNlcnZlciBDQTAeFw0xNjA1MTcwMDAwMDBaFw0xNzA4MTAxMjAwMDBa

MIGFMQswCQYDVQQGEwJVUzETMBEGA1UECBMKQ2FsaWZvcm5pYTERMA8GA1UEBxMI

UmVkbGFuZHMxNzA1BgNVBAoTLkVudmlyb25tZW50YWwgU3lzdGVtcyBSZXNlYXJj

aCBJbnN0aXR1dGUsIEluYy4xFTATBgNVBAMMDCouc2VjZ2VvLmNvbTCCASIwDQYJ

KoZIhvcNAQEBBQADggEPADCCAQoCggEBAIKo4wPMAUgO+0w20LY2/vOeLSSx2u6/

rBgEFBQcwAoZBaHR0cDovL2NhY2VyXJ0U0hBMkhpZ2hBc3N1cmFuY2VTZXJ2ZXJD

QS5jcnQwDAYDVR0TAQH/BAIwADANBgkqhkiG9w0BAQsFAAOCAQEAL0O3A+2pveqM

6+6rES09Zg7+hblBtaypn+7vlDrVWJ6XLyWFVe4YjIgYsE08eUaJZHxybkSQj6hp

MADo7HRrG4wIlYpX2IvPU4DPMRdTQwDcI0uMPzZNIH59NBX10gEpwkFJTaPRWo6Q

6uJokCKWmwLFBd4mIaRxF6WJM9O8rzUQ+dyD7RcvvYjB5mOmFDNk8zJNq8NbGS4b

PYlZEpqWiT0Rq+QeCVqh+rYOaXjzupu4hTrK0TAE0RgSHjWmP6HvA6cPeHSoA/gw

geQPKujwn//xHIAGKmPEjLLy8iqxaj/rohIJr0l3k3P7zrTgdclegfRpOvjmU3G4

-----END CERTIFICATE-----

CN (COMMON NAME)
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-----BEGIN CERTIFICATE-----

MIIFczCCBFugAwIBAgIQBqtSCOrFVqTyAOz9nSbnyTANBgkqhkiG9w0BAQsFADBw

MQswCQYDVQQGEwJVUzEVMBMGA1UEChMMRGlnaUNlcnQgSW5jMRkwFwYDVQQLExB3

d3cuZGlnaWNlcnQuY29tMS8wLQYDVQQDEyZEaWdpQ2VydCBTSEEyIEhpZ2ggQXNz

dXJhbmNlIFNlcnZlciBDQTAeFw0xNjA1MTcwMDAwMDBaFw0xNzA4MTAxMjAwMDBa

MIGFMQswCQYDVQQGEwJVUzETMBEGA1UECBMKQ2FsaWZvcm5pYTERMA8GA1UEBxMI

UmVkbGFuZHMxNzA1BgNVBAoTLkVudmlyb25tZW50YWwgU3lzdGVtcyBSZXNlYXJj

aCBJbnN0aXR1dGUsIEluYy4xFTATBgNVBAMMDCouc2VjZ2VvLmNvbTCCASIwDQYJ

KoZIhvcNAQEBBQADggEPADCCAQoCggEBAIKo4wPMAUgO+0w20LY2/vOeLSSx2u6/

rBgEFBQcwAoZBaHR0cDovL2NhY2VyXJ0U0hBMkhpZ2hBc3N1cmFuY2VTZXJ2ZXJD

QS5jcnQwDAYDVR0TAQH/BAIwADANBgkqhkiG9w0BAQsFAAOCAQEAL0O3A+2pveqM

6+6rES09Zg7+hblBtaypn+7vlDrVWJ6XLyWFVe4YjIgYsE08eUaJZHxybkSQj6hp

MADo7HRrG4wIlYpX2IvPU4DPMRdTQwDcI0uMPzZNIH59NBX10gEpwkFJTaPRWo6Q

6uJokCKWmwLFBd4mIaRxF6WJM9O8rzUQ+dyD7RcvvYjB5mOmFDNk8zJNq8NbGS4b

PYlZEpqWiT0Rq+QeCVqh+rYOaXjzupu4hTrK0TAE0RgSHjWmP6HvA6cPeHSoA/gw

geQPKujwn//xHIAGKmPEjLLy8iqxaj/rohIJr0l3k3P7zrTgdclegfRpOvjmU3G4

-----END CERTIFICATE-----

CN (COMMON NAME)
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-----BEGIN CERTIFICATE-----

MIIFczCCBFugAwIBAgIQBqtSCOrFVqTyAOz9nSbnyTANBgkqhkiG9w0BAQsFADBw

MQswCQYDVQQGEwJVUzEVMBMGA1UEChMMRGlnaUNlcnQgSW5jMRkwFwYDVQQLExB3

d3cuZGlnaWNlcnQuY29tMS8wLQYDVQQDEyZEaWdpQ2VydCBTSEEyIEhpZ2ggQXNz

dXJhbmNlIFNlcnZlciBDQTAeFw0xNjA1MTcwMDAwMDBaFw0xNzA4MTAxMjAwMDBa

MIGFMQswCQYDVQQGEwJVUzETMBEGA1UECBMKQ2FsaWZvcm5pYTERMA8GA1UEBxMI

UmVkbGFuZHMxNzA1BgNVBAoTLkVudmlyb25tZW50YWwgU3lzdGVtcyBSZXNlYXJj

aCBJbnN0aXR1dGUsIEluYy4xFTATBgNVBAMMDCouc2VjZ2VvLmNvbTCCASIwDQYJ

KoZIhvcNAQEBBQADggEPADCCAQoCggEBAIKo4wPMAUgO+0w20LY2/vOeLSSx2u6/

rBgEFBQcwAoZBaHR0cDovL2NhY2VyXJ0U0hBMkhpZ2hBc3N1cmFuY2VTZXJ2ZXJD

QS5jcnQwDAYDVR0TAQH/BAIwADANBgkqhkiG9w0BAQsFAAOCAQEAL0O3A+2pveqM

6+6rES09Zg7+hblBtaypn+7vlDrVWJ6XLyWFVe4YjIgYsE08eUaJZHxybkSQj6hp

MADo7HRrG4wIlYpX2IvPU4DPMRdTQwDcI0uMPzZNIH59NBX10gEpwkFJTaPRWo6Q

6uJokCKWmwLFBd4mIaRxF6WJM9O8rzUQ+dyD7RcvvYjB5mOmFDNk8zJNq8NbGS4b

PYlZEpqWiT0Rq+QeCVqh+rYOaXjzupu4hTrK0TAE0RgSHjWmP6HvA6cPeHSoA/gw

geQPKujwn//xHIAGKmPEjLLy8iqxaj/rohIJr0l3k3P7zrTgdclegfRpOvjmU3G4

-----END CERTIFICATE-----

CN (COMMON NAME)
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-----BEGIN CERTIFICATE-----

MIIFczCCBFugAwIBAgIQBqtSCOrFVqTyAOz9nSbnyTANBgkqhkiG9w0BAQsFADBw

MQswCQYDVQQGEwJVUzEVMBMGA1UEChMMRGlnaUNlcnQgSW5jMRkwFwYDVQQLExB3

d3cuZGlnaWNlcnQuY29tMS8wLQYDVQQDEyZEaWdpQ2VydCBTSEEyIEhpZ2ggQXNz

dXJhbmNlIFNlcnZlciBDQTAeFw0xNjA1MTcwMDAwMDBaFw0xNzA4MTAxMjAwMDBa

MIGFMQswCQYDVQQGEwJVUzETMBEGA1UECBMKQ2FsaWZvcm5pYTERMA8GA1UEBxMI

UmVkbGFuZHMxNzA1BgNVBAoTLkVudmlyb25tZW50YWwgU3lzdGVtcyBSZXNlYXJj

aCBJbnN0aXR1dGUsIEluYy4xFTATBgNVBAMMDCouc2VjZ2VvLmNvbTCCASIwDQYJ

KoZIhvcNAQEBBQADggEPADCCAQoCggEBAIKo4wPMAUgO+0w20LY2/vOeLSSx2u6/

rBgEFBQcwAoZBaHR0cDovL2NhY2VyXJ0U0hBMkhpZ2hBc3N1cmFuY2VTZXJ2ZXJD

QS5jcnQwDAYDVR0TAQH/BAIwADANBgkqhkiG9w0BAQsFAAOCAQEAL0O3A+2pveqM

6+6rES09Zg7+hblBtaypn+7vlDrVWJ6XLyWFVe4YjIgYsE08eUaJZHxybkSQj6hp

MADo7HRrG4wIlYpX2IvPU4DPMRdTQwDcI0uMPzZNIH59NBX10gEpwkFJTaPRWo6Q

6uJokCKWmwLFBd4mIaRxF6WJM9O8rzUQ+dyD7RcvvYjB5mOmFDNk8zJNq8NbGS4b

PYlZEpqWiT0Rq+QeCVqh+rYOaXjzupu4hTrK0TAE0RgSHjWmP6HvA6cPeHSoA/gw

geQPKujwn//xHIAGKmPEjLLy8iqxaj/rohIJr0l3k3P7zrTgdclegfRpOvjmU3G4

-----END CERTIFICATE-----

CN (COMMON NAME)

What if the Public Key CN doesn’t 

match the DNS Name?
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-----BEGIN CERTIFICATE-----

MIIFczCCBFugAwIBAgIQBqtSCOrFVqTyAOz9nSbnyTANBgkqhkiG9w0BAQsFADBw

MQswCQYDVQQGEwJVUzEVMBMGA1UEChMMRGlnaUNlcnQgSW5jMRkwFwYDVQQLExB3

d3cuZGlnaWNlcnQuY29tMS8wLQYDVQQDEyZEaWdpQ2VydCBTSEEyIEhpZ2ggQXNz

dXJhbmNlIFNlcnZlciBDQTAeFw0xNjA1MTcwMDAwMDBaFw0xNzA4MTAxMjAwMDBa

MIGFMQswCQYDVQQGEwJVUzETMBEGA1UECBMKQ2FsaWZvcm5pYTERMA8GA1UEBxMI

UmVkbGFuZHMxNzA1BgNVBAoTLkVudmlyb25tZW50YWwgU3lzdGVtcyBSZXNlYXJj

aCBJbnN0aXR1dGUsIEluYy4xFTATBgNVBAMMDCouc2VjZ2VvLmNvbTCCASIwDQYJ

KoZIhvcNAQEBBQADggEPADCCAQoCggEBAIKo4wPMAUgO+0w20LY2/vOeLSSx2u6/

rBgEFBQcwAoZBaHR0cDovL2NhY2VyXJ0U0hBMkhpZ2hBc3N1cmFuY2VTZXJ2ZXJD

QS5jcnQwDAYDVR0TAQH/BAIwADANBgkqhkiG9w0BAQsFAAOCAQEAL0O3A+2pveqM

6+6rES09Zg7+hblBtaypn+7vlDrVWJ6XLyWFVe4YjIgYsE08eUaJZHxybkSQj6hp

MADo7HRrG4wIlYpX2IvPU4DPMRdTQwDcI0uMPzZNIH59NBX10gEpwkFJTaPRWo6Q

6uJokCKWmwLFBd4mIaRxF6WJM9O8rzUQ+dyD7RcvvYjB5mOmFDNk8zJNq8NbGS4b

PYlZEpqWiT0Rq+QeCVqh+rYOaXjzupu4hTrK0TAE0RgSHjWmP6HvA6cPeHSoA/gw

geQPKujwn//xHIAGKmPEjLLy8iqxaj/rohIJr0l3k3P7zrTgdclegfRpOvjmU3G4

-----END CERTIFICATE-----

CN (COMMON NAME)
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-----BEGIN CERTIFICATE-----

MIIFczCCBFugAwIBAgIQBqtSCOrFVqTyAOz9nSbnyTANBgkqhkiG9w0BAQsFADBw

MQswCQYDVQQGEwJVUzEVMBMGA1UEChMMRGlnaUNlcnQgSW5jMRkwFwYDVQQLExB3

d3cuZGlnaWNlcnQuY29tMS8wLQYDVQQDEyZEaWdpQ2VydCBTSEEyIEhpZ2ggQXNz

dXJhbmNlIFNlcnZlciBDQTAeFw0xNjA1MTcwMDAwMDBaFw0xNzA4MTAxMjAwMDBa

MIGFMQswCQYDVQQGEwJVUzETMBEGA1UECBMKQ2FsaWZvcm5pYTERMA8GA1UEBxMI

UmVkbGFuZHMxNzA1BgNVBAoTLkVudmlyb25tZW50YWwgU3lzdGVtcyBSZXNlYXJj

aCBJbnN0aXR1dGUsIEluYy4xFTATBgNVBAMMDCouc2VjZ2VvLmNvbTCCASIwDQYJ

KoZIhvcNAQEBBQADggEPADCCAQoCggEBAIKo4wPMAUgO+0w20LY2/vOeLSSx2u6/

rBgEFBQcwAoZBaHR0cDovL2NhY2VyXJ0U0hBMkhpZ2hBc3N1cmFuY2VTZXJ2ZXJD

QS5jcnQwDAYDVR0TAQH/BAIwADANBgkqhkiG9w0BAQsFAAOCAQEAL0O3A+2pveqM

6+6rES09Zg7+hblBtaypn+7vlDrVWJ6XLyWFVe4YjIgYsE08eUaJZHxybkSQj6hp

MADo7HRrG4wIlYpX2IvPU4DPMRdTQwDcI0uMPzZNIH59NBX10gEpwkFJTaPRWo6Q

6uJokCKWmwLFBd4mIaRxF6WJM9O8rzUQ+dyD7RvvYjB5mOmFDNk8zJNq8NbGS4b

PYlZEpqWiT0Rq+QeCVqh+rYOaXjzupu4hTrK0TAE0RgSHjWmP6HvA6cPeHSoA/gw

geQPKujwn//xHIAGKmPEjLLy8iqxaj/rohIJr0l3k3P7zrTgdclegfRpOvjmU3G4

-----END CERTIFICATE-----

CN (COMMON NAME)

But my system has multiple 

DNS names.  What can I do?!
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-----BEGIN CERTIFICATE-----

MIIFczCCBFugAwIBAgIQBqtSCOrFVqTyAOz9nSbnyTANBgkqhkiG9w0BAQsFADBw

MQswCQYDVQQGEwJVUzEVMBMGA1UEChMMRGlnaUNlcnQgSW5jMRkwFwYDVQQLExB3

d3cuZGlnaWNlcnQuY29tMS8wLQYDVQQDEyZEaWdpQ2VydCBTSEEyIEhpZ2ggQXNz

dXJhbmNlIFNlcnZlciBDQTAeFw0xNjA1MTcwMDAwMDBaFw0xNzA4MTAxMjAwMDBa

MIGFMQswCQYDVQQGEwJVUzETMBEGA1UECBMKQ2FsaWZvcm5pYTERMA8GA1UEBxMI

UmVkbGFuZHMxNzA1BgNVBAoTLkVudmlyb25tZW50YWwgU3lzdGVtcyBSZXNlYXJj

aCBJbnN0aXR1dGUsIEluYy4xFTATBgNVBAMMDCouc2VjZ2VvLmNvbTCCASIwDQYJ

KoZIhvcNAQEBBQADggEPADCCAQoCggEBAIKo4wPMAUgO+0w20LY2/vOeLSSx2u6/

rBgEFBQcwAoZBaHR0cDovL2NhY2VyXJ0U0hBMkhpZ2hBc3N1cmFuY2VTZXJ2ZXJD

QS5jcnQwDAYDVR0TAQH/BAIwADANBgkqhkiG9w0BAQsFAAOCAQEAL0O3A+2pveqM

6+6rES09Zg7+hblBtaypn+7vlDrVWJ6XLyWFVe4YjIgYsE08eUaJZHxybkSQj6hp

MADo7HRrG4wIlYpX2IvPU4DPMRdTQwDcI0uMPzZNIH59NBX10gEpwkFJTaPRWo6Q

6uJokCKWmwLFBd4mIaRxF6WJM9O8rzUQ+dyD7RvvYjB5mOmFDNk8zJNq8NbGS4b

PYlZEpqWiT0Rq+QeCVqh+rYOaXjzupu4hTrK0TAE0RgSHjWmP6HvA6cPeHSoA/gw

geQPKujwn//xHIAGKmPEjLLy8iqxaj/rohIJr0l3k3P7zrTgdclegfRpOvjmU3G4

-----END CERTIFICATE-----

CN (COMMON NAME)

CN = *.arcgis.com
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-----BEGIN CERTIFICATE-----

MIIFczCCBFugAwIBAgIQBqtSCOrFVqTyAOz9nSbnyTANBgkqhkiG9w0BAQsFADBw

MQswCQYDVQQGEwJVUzEVMBMGA1UEChMMRGlnaUNlcnQgSW5jMRkwFwYDVQQLExB3

d3cuZGlnaWNlcnQuY29tMS8wLQYDVQQDEyZEaWdpQ2VydCBTSEEyIEhpZ2ggQXNz

dXJhbmNlIFNlcnZlciBDQTAeFw0xNjA1MTcwMDAwMDBaFw0xNzA4MTAxMjAwMDBa

MIGFMQswCQYDVQQGEwJVUzETMBEGA1UECBMKQ2FsaWZvcm5pYTERMA8GA1UEBxMI

UmVkbGFuZHMxNzA1BgNVBAoTLkVudmlyb25tZW50YWwgU3lzdGVtcyBSZXNlYXJj

aCBJbnN0aXR1dGUsIEluYy4xFTATBgNVBAMMDCouc2VjZ2VvLmNvbTCCASIwDQYJ

KoZIhvcNAQEBBQADggEPADCCAQoCggEBAIKo4wPMAUgO+0w20LY2/vOeLSSx2u6/

rBgEFBQcwAoZBaHR0cDovL2NhY2VyXJ0U0hBMkhpZ2hBc3N1cmFuY2VTZXJ2ZXJD

QS5jcnQwDAYDVR0TAQH/BAIwADANBgkqhkiG9w0BAQsFAAOCAQEAL0O3A+2pveqM

6+6rES09Zg7+hblBtaypn+7vlDrVWJ6XLyWFVe4YjIgYsE08eUaJZHxybkSQj6hp

MADo7HRrG4wIlYpX2IvPU4DPMRdTQwDcI0uMPzZNIH59NBX10gEpwkFJTaPRWo6Q

6uJokCKWmwLFBd4mIaRxF6WJM9O8rzUQ+dyD7RvvYjB5mOmFDNk8zJNq8NbGS4b

PYlZEpqWiT0Rq+QeCVqh+rYOaXjzupu4hTrK0TAE0RgSHjWmP6HvA6cPeHSoA/gw

geQPKujwn//xHIAGKmPEjLLy8iqxaj/rohIJr0l3k3P7zrTgdclegfRpOvjmU3G4

-----END CERTIFICATE-----

CN (COMMON NAME)

SAN (Subject Alternative Name)
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-----BEGIN CERTIFICATE-----

MIIFczCCBFugAwIBAgIQBqtSCOrFVqTyAOz9nSbnyTANBgkqhkiG9w0BAQsFADBw

MQswCQYDVQQGEwJVUzEVMBMGA1UEChMMRGlnaUNlcnQgSW5jMRkwFwYDVQQLExB3

d3cuZGlnaWNlcnQuY29tMS8wLQYDVQQDEyZEaWdpQ2VydCBTSEEyIEhpZ2ggQXNz

dXJhbmNlIFNlcnZlciBDQTAeFw0xNjA1MTcwMDAwMDBaFw0xNzA4MTAxMjAwMDBa

MIGFMQswCQYDVQQGEwJVUzETMBEGA1UECBMKQ2FsaWZvcm5pYTERMA8GA1UEBxMI

UmVkbGFuZHMxNzA1BgNVBAoTLkVudmlyb25tZW50YWwgU3lzdGVtcyBSZXNlYXJj

aCBJbnN0aXR1dGUsIEluYy4xFTATBgNVBAMMDCouc2VjZ2VvLmNvbTCCASIwDQYJ

KoZIhvcNAQEBBQADggEPADCCAQoCggEBAIKo4wPMAUgO+0w20LY2/vOeLSSx2u6/

rBgEFBQcwAoZBaHR0cDovL2NhY2VyXJ0U0hBMkhpZ2hBc3N1cmFuY2VTZXJ2ZXJD

QS5jcnQwDAYDVR0TAQH/BAIwADANBgkqhkiG9w0BAQsFAAOCAQEAL0O3A+2pveqM

6+6rES09Zg7+hblBtaypn+7vlDrVWJ6XLyWFVe4YjIgYsE08eUaJZHxybkSQj6hp

MADo7HRrG4wIlYpX2IvPU4DPMRdTQwDcI0uMPzZNIH59NBX10gEpwkFJTaPRWo6Q

6uJokCKWmwLFBd4mIaRxF6WJM9O8rzUQ+dyD7RvvYjB5mOmFDNk8zJNq8NbGS4b

PYlZEpqWiT0Rq+QeCVqh+rYOaXjzupu4hTrK0TAE0RgSHjWmP6HvA6cPeHSoA/gw

geQPKujwn//xHIAGKmPEjLLy8iqxaj/rohIJr0l3k3P7zrTgdclegfRpOvjmU3G4

-----END CERTIFICATE-----

SAN (Subject Alternative Name)

CN = www.arcgis.com

SAN = gregp3.esri.com,

gregp3,

ponto.domain.com 
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-----BEGIN CERTIFICATE-----

MIIFczCCBFugAwIBAgIQBqtSCOrFVqTyAOz9nSbnyTANBgkqhkiG9w0BAQsFADBw

MQswCQYDVQQGEwJVUzEVMBMGA1UEChMMRGlnaUNlcnQgSW5jMRkwFwYDVQQLExB3

d3cuZGlnaWNlcnQuY29tMS8wLQYDVQQDEyZEaWdpQ2VydCBTSEEyIEhpZ2ggQXNz

dXJhbmNlIFNlcnZlciBDQTAeFw0xNjA1MTcwMDAwMDBaFw0xNzA4MTAxMjAwMDBa

MIGFMQswCQYDVQQGEwJVUzETMBEGA1UECBMKQ2FsaWZvcm5pYTERMA8GA1UEBxMI

UmVkbGFuZHMxNzA1BgNVBAoTLkVudmlyb25tZW50YWwgU3lzdGVtcyBSZXNlYXJj

aCBJbnN0aXR1dGUsIEluYy4xFTATBgNVBAMMDCouc2VjZ2VvLmNvbTCCASIwDQYJ

KoZIhvcNAQEBBQADggEPADCCAQoCggEBAIKo4wPMAUgO+0w20LY2/vOeLSSx2u6/

rBgEFBQcwAoZBaHR0cDovL2NhY2VyXJ0U0hBMkhpZ2hBc3N1cmFuY2VTZXJ2ZXJD

QS5jcnQwDAYDVR0TAQH/BAIwADANBgkqhkiG9w0BAQsFAAOCAQEAL0O3A+2pveqM

6+6rES09Zg7+hblBtaypn+7vlDrVWJ6XLyWFVe4YjIgYsE08eUaJZHxybkSQj6hp

MADo7HRrG4wIlYpX2IvPU4DPMRdTQwDcI0uMPzZNIH59NBX10gEpwkFJTaPRWo6Q

6uJokCKWmwLFBd4mIaRxF6WJM9O8rzUQ+dyD7RvvYjB5mOmFDNk8zJNq8NbGS4b

PYlZEpqWiT0Rq+QeCVqh+rYOaXjzupu4hTrK0TAE0RgSHjWmP6HvA6cPeHSoA/gw

geQPKujwn//xHIAGKmPEjLLy8iqxaj/rohIJr0l3k3P7zrTgdclegfRpOvjmU3G4

-----END CERTIFICATE-----

Does a Public Key Certificate 

Last Forever?
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-----BEGIN CERTIFICATE-----

MIIFczCCBFugAwIBAgIQBqtSCOrFVqTyAOz9nSbnyTANBgkqhkiG9w0BAQsFADBw

MQswCQYDVQQGEwJVUzEVMBMGA1UEChMMRGlnaUNlcnQgSW5jMRkwFwYDVQQLExB3

d3cuZGlnaWNlcnQuY29tMS8wLQYDVQQDEyZEaWdpQ2VydCBTSEEyIEhpZ2ggQXNz

dXJhbmNlIFNlcnZlciBDQTAeFw0xNjA1MTcwMDAwMDBaFw0xNzA4MTAxMjAwMDBa

MIGFMQswCQYDVQQGEwJVUzETMBEGA1UECBMKQ2FsaWZvcm5pYTERMA8GA1UEBxMI

UmVkbGFuZHMxNzA1BgNVBAoTLkVudmlyb25tZW50YWwgU3lzdGVtcyBSZXNlYXJj

aCBJbnN0aXR1dGUsIEluYy4xFTATBgNVBAMMDCouc2VjZ2VvLmNvbTCCASIwDQYJ

KoZIhvcNAQEBBQADggEPADCCAQoCggEBAIKo4wPMAUgO+0w20LY2/vOeLSSx2u6/

rBgEFBQcwAoZBaHR0cDovL2NhY2VyXJ0U0hBMkhpZ2hBc3N1cmFuY2VTZXJ2ZXJD

QS5jcnQwDAYDVR0TAQH/BAIwADANBgkqhkiG9w0BAQsFAAOCAQEAL0O3A+2pveqM

6+6rES09Zg7+hblBtaypn+7vlDrVWJ6XLyWFVe4YjIgYsE08eUaJZHxybkSQj6hp

MADo7HRrG4wIlYpX2IvPU4DPMRdTQwDcI0uMPzZNIH59NBX10gEpwkFJTaPRWo6Q

6uJokCKWmwLFBd4mIaRxF6WJM9O8rzUQ+dyD7RvvYjB5mOmFDNk8zJNq8NbGS4b

PYlZEpqWiT0Rq+QeCVqh+rYOaXjzupu4hTrK0TAE0RgSHjWmP6HvA6cPeHSoA/gw

geQPKujwn//xHIAGKmPEjLLy8iqxaj/rohIJr0l3k3P7zrTgdclegfRpOvjmU3G4

-----END CERTIFICATE-----



PKI Fundamentals
Anatomy of a Public Key Certificate

-----BEGIN CERTIFICATE-----

MIIFczCCBFugAwIBAgIQBqtSCOrFVqTyAOz9nSbnyTANBgkqhkiG9w0BAQsFADBw

MQswCQYDVQQGEwJVUzEVMBMGA1UEChMMRGlnaUNlcnQgSW5jMRkwFwYDVQQLExB3

d3cuZGlnaWNlcnQuY29tMS8wLQYDVQQDEyZEaWdpQ2VydCBTSEEyIEhpZ2ggQXNz

dXJhbmNlIFNlcnZlciBDQTAeFw0xNjA1MTcwMDAwMDBaFw0xNzA4MTAxMjAwMDBa

MIGFMQswCQYDVQQGEwJVUzETMBEGA1UECBMKQ2FsaWZvcm5pYTERMA8GA1UEBxMI

UmVkbGFuZHMxNzA1BgNVBAoTLkVudmlyb25tZW50YWwgU3lzdGVtcyBSZXNlYXJj

aCBJbnN0aXR1dGUsIEluYy4xFTATBgNVBAMMDCouc2VjZ2VvLmNvbTCCASIwDQYJ

KoZIhvcNAQEBBQADggEPADCCAQoCggEBAIKo4wPMAUgO+0w20LY2/vOeLSSx2u6/

rBgEFBQcwAoZBaHR0cDovL2NhY2VyXJ0U0hBMkhpZ2hBc3N1cmFuY2VTZXJ2ZXJD

QS5jcnQwDAYDVR0TAQH/BAIwADANBgkqhkiG9w0BAQsFAAOCAQEAL0O3A+2pveqM

6+6rES09Zg7+hblBtaypn+7vlDrVWJ6XLyWFVe4YjIgYsE08eUaJZHxybkSQj6hp

MADo7HRrG4wIlYpX2IvPU4DPMRdTQwDcI0uMPzZNIH59NBX10gEpwkFJTaPRWo6Q

6uJokCKWmwLFBd4mIaRxF6WJM9O8rzUQ+dyD7RvvYjB5mOmFDNk8zJNq8NbGS4b

PYlZEpqWiT0Rq+QeCVqh+rYOaXjzupu4hTrK0TAE0RgSHjWmP6HvA6cPeHSoA/gw

geQPKujwn//xHIAGKmPEjLLy8iqxaj/rohIJr0l3k3P7zrTgdclegfRpOvjmU3G4

-----END CERTIFICATE-----

What happens when if my 

Certificate Expires?
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-----BEGIN CERTIFICATE-----

MIIFczCCBFugAwIBAgIQBqtSCOrFVqTyAOz9nSbnyTANBgkqhkiG9w0BAQsFADBw

MQswCQYDVQQGEwJVUzEVMBMGA1UEChMMRGlnaUNlcnQgSW5jMRkwFwYDVQQLExB3

d3cuZGlnaWNlcnQuY29tMS8wLQYDVQQDEyZEaWdpQ2VydCBTSEEyIEhpZ2ggQXNz

dXJhbmNlIFNlcnZlciBDQTAeFw0xNjA1MTcwMDAwMDBaFw0xNzA4MTAxMjAwMDBa

MIGFMQswCQYDVQQGEwJVUzETMBEGA1UECBMKQ2FsaWZvcm5pYTERMA8GA1UEBxMI

UmVkbGFuZHMxNzA1BgNVBAoTLkVudmlyb25tZW50YWwgU3lzdGVtcyBSZXNlYXJj

aCBJbnN0aXR1dGUsIEluYy4xFTATBgNVBAMMDCouc2VjZ2VvLmNvbTCCASIwDQYJ

KoZIhvcNAQEBBQADggEPADCCAQoCggEBAIKo4wPMAUgO+0w20LY2/vOeLSSx2u6/

rBgEFBQcwAoZBaHR0cDovL2NhY2VyXJ0U0hBMkhpZ2hBc3N1cmFuY2VTZXJ2ZXJD

QS5jcnQwDAYDVR0TAQH/BAIwADANBgkqhkiG9w0BAQsFAAOCAQEAL0O3A+2pveqM

6+6rES09Zg7+hblBtaypn+7vlDrVWJ6XLyWFVe4YjIgYsE08eUaJZHxybkSQj6hp

MADo7HRrG4wIlYpX2IvPU4DPMRdTQwDcI0uMPzZNIH59NBX10gEpwkFJTaPRWo6Q

6uJokCKWmwLFBd4mIaRxF6WJM9O8rzUQ+dyD7RvvYjB5mOmFDNk8zJNq8NbGS4b

PYlZEpqWiT0Rq+QeCVqh+rYOaXjzupu4hTrK0TAE0RgSHjWmP6HvA6cPeHSoA/gw

geQPKujwn//xHIAGKmPEjLLy8iqxaj/rohIJr0l3k3P7zrTgdclegfRpOvjmU3G4

-----END CERTIFICATE-----
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-----BEGIN CERTIFICATE-----

MIIFczCCBFugAwIBAgIQBqtSCOrFVqTyAOz9nSbnyTANBgkqhkiG9w0BAQsFADBw

MQswCQYDVQQGEwJVUzEVMBMGA1UEChMMRGlnaUNlcnQgSW5jMRkwFwYDVQQLExB3

d3cuZGlnaWNlcnQuY29tMS8wLQYDVQQDEyZEaWdpQ2VydCBTSEEyIEhpZ2ggQXNz

dXJhbmNlIFNlcnZlciBDQTAeFw0xNjA1MTcwMDAwMDBaFw0xNzA4MTAxMjAwMDBa

MIGFMQswCQYDVQQGEwJVUzETMBEGA1UECBMKQ2FsaWZvcm5pYTERMA8GA1UEBxMI

UmVkbGFuZHMxNzA1BgNVBAoTLkVudmlyb25tZW50YWwgU3lzdGVtcyBSZXNlYXJj

aCBJbnN0aXR1dGUsIEluYy4xFTATBgNVBAMMDCouc2VjZ2VvLmNvbTCCASIwDQYJ

KoZIhvcNAQEBBQADggEPADCCAQoCggEBAIKo4wPMAUgO+0w20LY2/vOeLSSx2u6/

rBgEFBQcwAoZBaHR0cDovL2NhY2VyXJ0U0hBMkhpZ2hBc3N1cmFuY2VTZXJ2ZXJD

QS5jcnQwDAYDVR0TAQH/BAIwADANBgkqhkiG9w0BAQsFAAOCAQEAL0O3A+2pveqM

6+6rES09Zg7+hblBtaypn+7vlDrVWJ6XLyWFVe4YjIgYsE08eUaJZHxybkSQj6hp

MADo7HRrG4wIlYpX2IvPU4DPMRdTQwDcI0uMPzZNIH59NBX10gEpwkFJTaPRWo6Q

6uJokCKWmwLFBd4mIaRxF6WJM9O8rzUQ+dyD7RvvYjB5mOmFDNk8zJNq8NbGS4b

PYlZEpqWiT0Rq+QeCVqh+rYOaXjzupu4hTrK0TAE0RgSHjWmP6HvA6cPeHSoA/gw

geQPKujwn//xHIAGKmPEjLLy8iqxaj/rohIJr0l3k3P7zrTgdclegfRpOvjmU3G4

-----END CERTIFICATE-----

What are my expiration options?
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-----BEGIN CERTIFICATE-----

MIIFczCCBFugAwIBAgIQBqtSCOrFVqTyAOz9nSbnyTANBgkqhkiG9w0BAQsFADBw

MQswCQYDVQQGEwJVUzEVMBMGA1UEChMMRGlnaUNlcnQgSW5jMRkwFwYDVQQLExB3

d3cuZGlnaWNlcnQuY29tMS8wLQYDVQQDEyZEaWdpQ2VydCBTSEEyIEhpZ2ggQXNz

dXJhbmNlIFNlcnZlciBDQTAeFw0xNjA1MTcwMDAwMDBaFw0xNzA4MTAxMjAwMDBa

MIGFMQswCQYDVQQGEwJVUzETMBEGA1UECBMKQ2FsaWZvcm5pYTERMA8GA1UEBxMI

UmVkbGFuZHMxNzA1BgNVBAoTLkVudmlyb25tZW50YWwgU3lzdGVtcyBSZXNlYXJj

aCBJbnN0aXR1dGUsIEluYy4xFTATBgNVBAMMDCouc2VjZ2VvLmNvbTCCASIwDQYJ

KoZIhvcNAQEBBQADggEPADCCAQoCggEBAIKo4wPMAUgO+0w20LY2/vOeLSSx2u6/

rBgEFBQcwAoZBaHR0cDovL2NhY2VyXJ0U0hBMkhpZ2hBc3N1cmFuY2VTZXJ2ZXJD

QS5jcnQwDAYDVR0TAQH/BAIwADANBgkqhkiG9w0BAQsFAAOCAQEAL0O3A+2pveqM

6+6rES09Zg7+hblBtaypn+7vlDrVWJ6XLyWFVe4YjIgYsE08eUaJZHxybkSQj6hp

MADo7HRrG4wIlYpX2IvPU4DPMRdTQwDcI0uMPzZNIH59NBX10gEpwkFJTaPRWo6Q

6uJokCKWmwLFBd4mIaRxF6WJM9O8rzUQ+dyD7RvvYjB5mOmFDNk8zJNq8NbGS4b

PYlZEpqWiT0Rq+QeCVqh+rYOaXjzupu4hTrK0TAE0RgSHjWmP6HvA6cPeHSoA/gw

geQPKujwn//xHIAGKmPEjLLy8iqxaj/rohIJr0l3k3P7zrTgdclegfRpOvjmU3G4

-----END CERTIFICATE-----

1 Year Certificates

3 Year Certificates



PKI Fundamentals
Quick Review

-----BEGIN CERTIFICATE-----

MIIFczCCBFugAwIBAgIQBqtSCOrFVqTyAOz9nSbnyTANBgkqhkiG9w0BAQsFADBw

MQswCQYDVQQGEwJVUzEVMBMGA1UEChMMRGlnaUNlcnQgSW5jMRkwFwYDVQQLExB3

d3cuZGlnaWNlcnQuY29tMS8wLQYDVQQDEyZEaWdpQ2VydCBTSEEyIEhpZ2ggQXNz

dXJhbmNlIFNlcnZlciBDQTAeFw0xNjA1MTcwMDAwMDBaFw0xNzA4MTAxMjAwMDBa

MIGFMQswCQYDVQQGEwJVUzETMBEGA1UECBMKQ2FsaWZvcm5pYTERMA8GA1UEBxMI

UmVkbGFuZHMxNzA1BgNVBAoTLkVudmlyb25tZW50YWwgU3lzdGVtcyBSZXNlYXJj

aCBJbnN0aXR1dGUsIEluYy4xFTATBgNVBAMMDCouc2VjZ2VvLmNvbTCCASIwDQYJ

KoZIhvcNAQEBBQADggEPADCCAQoCggEBAIKo4wPMAUgO+0w20LY2/vOeLSSx2u6/

rBgEFBQcwAoZBaHR0cDovL2NhY2VyXJ0U0hBMkhpZ2hBc3N1cmFuY2VTZXJ2ZXJD

QS5jcnQwDAYDVR0TAQH/BAIwADANBgkqhkiG9w0BAQsFAAOCAQEAL0O3A+2pveqM

6+6rES09Zg7+hblBtaypn+7vlDrVWJ6XLyWFVe4YjIgYsE08eUaJZHxybkSQj6hp

MADo7HRrG4wIlYpX2IvPU4DPMRdTQwDcI0uMPzZNIH59NBX10gEpwkFJTaPRWo6Q

6uJokCKWmwLFBd4mIaRxF6WJM9O8rzUQ+dyD7RvvYjB5mOmFDNk8zJNq8NbGS4b

PYlZEpqWiT0Rq+QeCVqh+rYOaXjzupu4hTrK0TAE0RgSHjWmP6HvA6cPeHSoA/gw

geQPKujwn//xHIAGKmPEjLLy8iqxaj/rohIJr0l3k3P7zrTgdclegfRpOvjmU3G4

-----END CERTIFICATE-----

PKI ~ Certificate = Public Key

Public Key = Cryptographic Identity

CN (Common Name) = DNS Name

SAN (Subject Alternative Name) = Additional DNS Names

Expiration = Maximum Certificate Lifetime
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-----BEGIN CERTIFICATE-----

MIIFczCCBFugAwIBAgIQBqtSCOrFVqTyAOz9nSbnyTANBgkqhkiG9w0BAQsFADBw

MQswCQYDVQQGEwJVUzEVMBMGA1UEChMMRGlnaUNlcnQgSW5jMRkwFwYDVQQLExB3

d3cuZGlnaWNlcnQuY29tMS8wLQYDVQQDEyZEaWdpQ2VydCBTSEEyIEhpZ2ggQXNz

dXJhbmNlIFNlcnZlciBDQTAeFw0xNjA1MTcwMDAwMDBaFw0xNzA4MTAxMjAwMDBa

MIGFMQswCQYDVQQGEwJVUzETMBEGA1UECBMKQ2FsaWZvcm5pYTERMA8GA1UEBxMI

UmVkbGFuZHMxNzA1BgNVBAoTLkVudmlyb25tZW50YWwgU3lzdGVtcyBSZXNlYXJj

aCBJbnN0aXR1dGUsIEluYy4xFTATBgNVBAMMDCouc2VjZ2VvLmNvbTCCASIwDQYJ

KoZIhvcNAQEBBQADggEPADCCAQoCggEBAIKo4wPMAUgO+0w20LY2/vOeLSSx2u6/

rBgEFBQcwAoZBaHR0cDovL2NhY2VyXJ0U0hBMkhpZ2hBc3N1cmFuY2VTZXJ2ZXJD

QS5jcnQwDAYDVR0TAQH/BAIwADANBgkqhkiG9w0BAQsFAAOCAQEAL0O3A+2pveqM

6+6rES09Zg7+hblBtaypn+7vlDrVWJ6XLyWFVe4YjIgYsE08eUaJZHxybkSQj6hp

MADo7HRrG4wIlYpX2IvPU4DPMRdTQwDcI0uMPzZNIH59NBX10gEpwkFJTaPRWo6Q

6uJokCKWmwLFBd4mIaRxF6WJM9O8rzUQ+dyD7RvvYjB5mOmFDNk8zJNq8NbGS4b

PYlZEpqWiT0Rq+QeCVqh+rYOaXjzupu4hTrK0TAE0RgSHjWmP6HvA6cPeHSoA/gw

geQPKujwn//xHIAGKmPEjLLy8iqxaj/rohIJr0l3k3P7zrTgdclegfRpOvjmU3G4

-----END CERTIFICATE-----

Why do you trust this?
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Trust, Encrypt, Communicate

Certificate 

Authority (CA)

Trust
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PKI Fundamentals
• Certificate Authority (Root of Trust)

Trust, Encrypt, Communicate

Certificate 

Authority (CA)

How?
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PKI Fundamentals
• Certificate Authority (Root of Trust)

Trust, Encrypt, Communicate

Certificate 
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Windows Clients
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PKI Fundamentals
• Certificate Authority (Root of Trust)

Trust, Encrypt, Communicate

Certificate 

Authority (CA)

Mac OS Clients
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PKI Fundamentals
• Certificate Authority (Root of Trust)

Trust, Encrypt, Communicate

Certificate 

Authority (CA)

Android Clients



Root Certificate

PKI Fundamentals
• Certificate Authority (Root of Trust)

Trust, Encrypt, Communicate

Certificate 

Authority (CA)

ArcGIS Enterprise



PKI Fundamentals
• Anatomy of a Public Key Certificate

-----BEGIN CERTIFICATE-----

MIIFczCCBFugAwIBAgIQBqtSCOrFVqTyAOz9nSbnyTANBgkqhkiG9w0BAQsFADBw

MQswCQYDVQQGEwJVUzEVMBMGA1UEChMMRGlnaUNlcnQgSW5jMRkwFwYDVQQLExB3

d3cuZGlnaWNlcnQuY29tMS8wLQYDVQQDEyZEaWdpQ2VydCBTSEEyIEhpZ2ggQXNz

dXJhbmNlIFNlcnZlciBDQTAeFw0xNjA1MTcwMDAwMDBaFw0xNzA4MTAxMjAwMDBa

MIGFMQswCQYDVQQGEwJVUzETMBEGA1UECBMKQ2FsaWZvcm5pYTERMA8GA1UEBxMI

UmVkbGFuZHMxNzA1BgNVBAoTLkVudmlyb25tZW50YWwgU3lzdGVtcyBSZXNlYXJj

aCBJbnN0aXR1dGUsIEluYy4xFTATBgNVBAMMDCouc2VjZ2VvLmNvbTCCASIwDQYJ

KoZIhvcNAQEBBQADggEPADCCAQoCggEBAIKo4wPMAUgO+0w20LY2/vOeLSSx2u6/

rBgEFBQcwAoZBaHR0cDovL2NhY2VyXJ0U0hBMkhpZ2hBc3N1cmFuY2VTZXJ2ZXJD

QS5jcnQwDAYDVR0TAQH/BAIwADANBgkqhkiG9w0BAQsFAAOCAQEAL0O3A+2pveqM

6+6rES09Zg7+hblBtaypn+7vlDrVWJ6XLyWFVe4YjIgYsE08eUaJZHxybkSQj6hp

MADo7HRrG4wIlYpX2IvPU4DPMRdTQwDcI0uMPzZNIH59NBX10gEpwkFJTaPRWo6Q

6uJokCKWmwLFBd4mIaRxF6WJM9O8rzUQ+dyD7RvvYjB5mOmFDNk8zJNq8NbGS4b

PYlZEpqWiT0Rq+QeCVqh+rYOaXjzupu4hTrK0TAE0RgSHjWmP6HvA6cPeHSoA/gw

geQPKujwn//xHIAGKmPEjLLy8iqxaj/rohIJr0l3k3P7zrTgdclegfRpOvjmU3G4

-----END CERTIFICATE-----

Can we revoke trust?



Certificate Revocation 
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PKI Fundamentals
• Building a Trusted Connection

Trust, Encrypt, Communicate

CA Issues 

Certificate

Certificate 

Authority (CA)



PKI Fundamentals
• Establishing Trust for Encrypted Communication

Trust, Encrypt, Communicate

CA Issues 

Certificate

Certificate 

Authority (CA)

Trusted & Encrypted 

Connection



Clients Check for 

Blacklisted Certs

PKI Fundamentals
• Certificate Revocation

What if a trusted server is compromised?

Certificate 

Authority (CA)

CA Updates CRL 

(Blacklist)

Server Provides Certificate

(Establish SSL/TLS)

Certificate 

Revocation List 

(CRL, OCSP)



with ArcGIS Enterprise

Implementing PKI



Certs go Here:

Implementing PKI

Portal 

for ArcGIS

ArcGIS

Server

ArcGIS 

Data Store

(relational + tile cache)

Web Adaptor

Load Balancer

Web Adaptor

Load Balancer



Establishing a Certificate

Mint a Certificate for Signing
- CN = *.domain.com (or site.domain.com)

- Optional: SAN = server1.domain.com, server2.domain.com

Generate a Certificate Signing Request (CSR)

Send CSR for signing
- By a domain or well-known Certificate Authority

Import signed certificate into Web Adaptor or Load Balancer



Key Takeaways

PKI = Certificates
- CN = Common Name = Fully Qualified Domain Name

Deploy Certificates on Web Adaptor or Load Balancer if Possible

Use a Public CA for Easiest Deployment



Please Take Our Survey on the Esri Events App!

Select the session 
you attended

Scroll down to 
find the survey

Complete Answers
and Select “Submit”

Download the Esri 
Events app and find 

your event



Questions?
Security Standards & Architecture Team

securesoftwareservices@esri.com

mailto:securesoftwareservices@esri.com


Resources / References

Scan ArcGIS Server for Security Best Practices
http://server.arcgis.com/en/server/latest/administer/windows/scan-arcgis-server-for-security-best-practices.htm

Scan Portal for ArcGIS for Security Best Practices
http://server.arcgis.com/en/portal/latest/administer/windows/scan-your-portal-for-security-best-practices.htm

Security Best Practices with Web GIS
http://server.arcgis.com/en/server/latest/administer/windows/best-practices-for-configuring-a-secure-environment.htm

http://server.arcgis.com/en/portal/latest/administer/windows/security-best-practices.htm

Encrypting Web GIS Communication
http://server.arcgis.com/en/server/latest/administer/windows/secure-arcgis-server-communication.htm

ArcGIS Trust Site
http://trust.arcgis.com

http://server.arcgis.com/en/server/latest/administer/windows/scan-arcgis-server-for-security-best-practices.htm
http://server.arcgis.com/en/portal/latest/administer/windows/scan-your-portal-for-security-best-practices.htm
http://server.arcgis.com/en/server/latest/administer/windows/best-practices-for-configuring-a-secure-environment.htm
http://server.arcgis.com/en/portal/latest/administer/windows/security-best-practices.htm
http://server.arcgis.com/en/server/latest/administer/windows/secure-arcgis-server-communication.htm
http://trust.arcgis.com/



